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I[TEPE/IMOBA

Po3po61eHo po6odoro rpymnor y CKIai:

1. Kopuienko Banepiii IBanoBuy, n.T.H., mpodecop, 3aBigyBad Kadeapu
Oesmeku iH(pOpMAIi Ta TEICKOMYHIKAIlli — KEpPIBHUK po0OO0YOi Tpymw, TapaHT
MIPOTPaMH.

2. Kopuenko Awnna OmnekcanapiBHa, I.T.H., Hpodecopka, mpodecopka
kadeapu 6e3rexu iHpopMmallii Ta TeICKOMYHIKAIIH — YWICHKUHS po00Y0i rpymu.

3. T'epacina Omnekcangpa BononumwupiBHa, K.T.H., JIOIEHTKA, JOLIEHTKA
kadeapu 6e3rexu iHpopMmallii Ta TeICKOMYHIKAIIH — YWICHKUHS po00Y0i rpymu.

4. KomamboBa IOmis BiktopiBHa — K.T.H., JOIEHTKAa Kadeapu Oe3MeKu
1H(dOopMaIlii Ta TEIEKOMYHIKAIIX — YICHKUHS poO0YOi IPyIIH.

5. Kpyuinin Onekcannp BonomumupoBudy, crapmmii Bukianad kadeapu
Oes3neku 1HpopMallii Ta TeJIEKOMYHIKaIllil — 4jeH po00oYoi rpymnu.

6. Tumodeer Jmutpo CepriiioBud, cTapiivii Bukianad kadeapu Oe3mnexu
1H(opMallii Ta TeIEKOMYHIKAIlI — YieH poOoYoi rPyIH.

7. Macno JImutpo ['puropoBud, crynaeHT rpymu 125m-23-1- dgnen poOouoi
TPyIIN.

Perien3ii-BIATYKH 30BHINTHIX CTEHKXOIAEPIB:

1. €pren [Jon, naupekrtop J[emapramenty mmdpoBoi TpaHchopMmaiiii,
iH(OpMAIIIHHUX TEXHOJOTIH Ta EJEKTPOHHOTO YypsiayBaHHS JIHIIPONETpOBCHKOI
00JacHO1 Iep KaBHOT aIMIHICTpaIIii.

2. HOpiit TloHoMapeHkO, HAYIBHUK CEKTOPY 3aXHCTy KPUTUYHOI
iHbpacTpykTypu YmnpasmiHHS Jlepxkcnen3s’s3ky y JIHimponeTpoBCchKiii o6macri,
1IITOJIKOBHHK.
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BCTVII

OcBiTHRO-TIpOdeciiiHa TporpamMa po3pobiacHa Ha ocHOBI CTaHmapTy BHIIOL
OCBITH MATOTOBKH MaricTpiB cnemiaabHocTi 125 KibepOesneka, 3aTBepIKEHOTro
Hakazom MOH VYkpaiau Big 18 Gepesns 2021 p. Ne 332, 3 ypaxyBaHHSM 3MIHU
Ha3BH cnerianbHocTi 125 KibepOesneka Ta 3axuct indopmarii (IToctanoBa Kadinery
MinictpiB Ykpainu Big 16 rpynus 2022 p. Ne 1392). Ta IIpodeciitHoro cranaapty
«DaxiBenp chepu 3axucTy iHDOpMaIIii», IKUNA 3aTBEPHKEHO HaKa3oM AIMiHICTpalli
Hepxcnenss’sizky Ne 715 Bing 25 nucromnana 2022 p.

OcsimHubo-npoghecitina npocpama 8UKOPUCMOBYEMbCS N0 YAC:'

— JTIIEH3YBaHHS CIEIiaJbHOCTI Ta aKpEAUTAIlli OCBITHROI POrpaMu;

— CKJIQJIaHHS HAaBYAJIbHUX IJIaH1B;

— ¢opMyBaHHs poOOYMX MPOrpaM HABYAIBHUX AUCIUIUIIH, CUIa0yCiB, Iporpam
MPaKTUK, IHAUBITyaJIbHUX 3aB/IaHb;

— (hopMyBaHHS 1HAUBIAYaJbHUX HABYAJIBHUX IUIAHIB CTYJICHTIB;

— po3po0JIeHHS 3aC001B JIIarHOCTUKH SIKOCT1 BUIIO1 OCBITH;

— arecrarii maricTpiB cnemianbHOCTI 125 KibepOe3neka Ta 3axucT iHpopmariii;

— BU3HAYEHHSI 3MICTy HAaBYaHHS B CHUCTEMI MEPEIiJrOTOBKU Ta MiABUIICHHS
KBasi(ikarii;

— npodeciitHoi opieHTalii 3700yBayiB (paxy;

— 30BHIITHBOTO KOHTPOJIIO SKOCTI MiATOTOBKHU (haxiBIIiB.

Kopucmysaui ocsimuvo-npogheciiinoi npoepamu.

— 3100yBayi BUINOI OCBITH, siKi HaB4aroThcsi B HTY «/II1»;

— Bukiagadl HTY «/II1», ski 3A1HCHIOIOTH MIATOTOBKY MaricTpiB CIEIiaabHOCTI
125 KibepOe3neka Ta 3axuct iHpopmariii;

— eK3aMeHalliiHa Kowmicig  cremianbHOoCcTi 125 KiGepOesneka Ta  3axuct
1H(hopmaii;

— npuiimanbHa komicis HTY «/II1».

OcBiTHBO-TIpOdeciiiHa mporpaMa MOUIUPIOETHCS HA Kadeapu YHIBEPCUTETY, SIKi
OepyTh yuyacThb Yy MIATOTOBII (axiBIIB CTyNeHs Marictpa CHemiaabHOCTI
125 KibepOe3neka Ta 3axuct iHpopmariii.

1 ITPO®1JIb OCBITHLOI ITPOT'PAMU

1.1 3aranbHa indopmanis

IToBHa Ha3Ba 3aknany HarionanbHuit TeXHIYHUHA yHIBEpCUTET «/{HIMPOBChKA MOTITEXHIKAY,
BHUIIO{ OCBITH Ta ¢dakynbTeT iHQOpMaLIHUX TEXHOOTH, Kadeapa 6e3nexku iHGopmarii
1HCTUTYT (paKyIbTET) Ta TEJIEKOMYHIKalin

Cryninp BUIoi ocBiTH Ta | Marictp 3 kibepOe3meku Ta 3axucty iHhopMmariii
Ha3Ba KBamidikarii
MOBOIO OpPHTIHATY

Odimiitna Ha3Ba KibepOesneka
OCBITHBOI ITPOrpamMu

Tun gumiomy Ta o6csT Jluninom marictpa, omMHUYHUHN, 00cAT ocBITHROI iporpamu — 90




OCBITHBOI ITPOrpamMu

kpenutiB EKTC, repmin HaBuanHs — 1 pik 4 micsi

HasiBHicTh akpeauTaiii

HarrioHanbHe areHTCTBO 13 3a0€3IeUYCHHS IKOCTI BUIIOT OCBITH.
Ceptudikar po akpeauTallito OCBITHBOI mporpamu. OCBITHBO-
npodeciiina nmporpama «KidepoOe3neka» cremiaabHOCTI

125 Kibepbe3neka Ta 3axuct iHpopMmaitii. J{pyruii (MaricTepchKuii)
PiBEHbD.

Ceprudikar Ne 5824 Bix 04.08.2023 p.
Crpok nii ceptudikata g0 01 mumas 2028 p.

uxn/piBeHb HPK VYxkpainu — 7 piBeab, FQ-EHEA — apyrwuit mukn, EQF-LLL — 7
piBEHb
[TepenymoBu Ocoba mae npaBo 3/100yBaTH CTYIiHb MaricTpa 3a yMOBH HasiBHOCTI B

Hel nepmoro (6akaaaBpChKOT0) PiBHS BUIIOI OCBITH

Oco06MBOCTI BCTYITYy Ha OCBITHIO IIPOTPaMy BH3HAYAIOThCS
[paBunamu npuitomy 1o HanioHanbHOTO TEXHIYHOTO YHIBEPCUTETY
«JIHITTpOBCHKA MOJITEXHIKAY, IO 3aTBEPHKCHI BueHoto panoro

MoBa(u) BUKJIaTaHHS

VYkpaiHcbka

TepMiH i1 OCBITHBOT
MIPOrpaMu

Tepmin He Moxe nepeBulIyBaTH 1 pik 4 micsii Ta/abo nepion
akpemuTanii. OCBITHS Iporpama IiIirae neperisay BiAmoBiaAHO 10
3MiH HOpMaTHUBHOI 0a3u YKpainu B cepi BUIIOI OCBITH, aje HE piare
OJIHOT'O pa3y Ha pIK.

InTepuer-agpeca
MOCTIHOTO PO3MIIIEHHS
OIHCY OCBITHHOT
nporpamu

[ndopmariitnuii makeT 3a cremiaabHICTIO

https://bit.nmu.org.ua/ua/

OcsitHi mporpamu HTY «ITD»
http://www.nmu.org.ua/ua/content/infrastructure/structural_divisions/
science_met_dep/educational_programs/

1.2 MeTta ocBiTHLOI IporpaMu

[TinroroBka ¢axiBiiB 3 kKibepOe3neKu 13 3a0e3MeYeHHSIM OPTraHIYHOTI0 MTOE€JHAHHS OCBITHHOT Ta
1HHOBAIIIHOI AISIIBHOCTI, CIPSIMOBaHa Ha 3100y TTs NOTTIMOIEHUX TEOPETUUHUX 1 MPAKTUYHUX
3HaHb 10J10 (POPMYBaHHS 3/1aTHOCTI PO3B’SI3yBaTH CKJIaJH1 HAYKOBI Ta MPAaKTUYHI NpoOIeMu
3a0e3neueHHs 3aXUIIeHOCT] iHpopMallii, 1o 00pobseThes (epenaeTbes) B iHpopMariitHo-
KOMYHIKAI[IHHUX CUCTEMAaX, IO JI03BOJUTh BUITYCKHUKAM YCIIITHO 31HCHIOBATH JTOCTIIKSHHS,
MIPOEKTYBaHHS, BIPOBA/PKEHHS, KCILUTyaTallil0 Ta MOJIEPHI3allil0 Cy4acCHUX CHUCTEM Ta TEXHOJIOT1H
1H(popMaliiiHOT Ta/ab0 KibepOe3neKr Ha MPUHIUIAX aKaJeMI4HO1 J0OpOYECHOCTI,
3arajibHOJIOACHKMX LIHHOCTEH, HAI[lOHANBHOT 1IEHTUYHOCTI Ta KPEaTUBHOI'O CTAHOBIICHHS JIFOAUHU
1 CyCIIbCTBA MailOyTHHOTO.

1.3 XapakTepucTuka ocBiTHHOI IPOrpamMu

[IpeameTHa ob6nacTh

12 Tadopmarniiiai texHouorii / 125 KibepoOesmneka Ta 3aXUCT
iH(popMartii.

O0’€ekTH BUBYEHHS:

— CydacHi MMpoIecH TOCIiHKeHHS, aHaJi3y, CTBOPEHHS Ta 3a0e3MeueHHs
¢byHKIIOHYBaHHS 1H(OPMaLIHHUX CUCTEM 1 TEXHOJIOT1H, 1HIIMX Oi3HecC-
onepaliiHUX TMpoleciB Ha 00’ekTax iH(OpPMAIHOT IisNTBHOCTI Ta
KpUTHYHUX 1HDpacTpykTyp cdepu iHboOpmariiiiHoi Oe3rneku Ta/abo
kibepbe3mneku;

— 1H(opMariiHi CHUCTEMHU (1 opmariitHO-KOMYHIKaIliiHI,
iH(OopMaIIiifHO-TeTIEKOMYHIKaIlii{Hi, aBTOMATH30BaH1) Ta TEXHOJIOTI,

— 1H(ppacTpykTypa 00’€KTiB iH(OpPMAIIHHOT MISUTBHOCTI Ta KPUTHUYHUX
1H(bpPacTpyKTyp;
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— CHUCTEMH Ta KOMILUIEKCH CTBOPEHHS, 00poOKwH, mepenayi, 30epiranus,
3HMIIICHHS, 3aXUCTY Ta BigoOpakeHHs naHuX (iHGpOopMaIiifHUX MOTOKIB);
— iH(popMaiiiHi pecypcH pi3HHX KJaciB (B T.4. JepXaBHi iHPpOpMaLiiHi
pecypen);

— TIporpamMHe Ta TporpamMHoO-amapaTtHe 3abe3medeHHs (3acoOm)
Kibep3axucry;

— CHCTeMH ympaBiiHHSA  iHpopMaliiiHOI0  0Oe3mekolo  Ta/abo
KibepOe3neKoro;

— TEXHOJOTil, METOAW, MOJeli Ta 3aco0u iHpopMariiiHol Oe3meKn
Ta/abo KibepoOe3neku

— momTHKM y cdepi 3axucry iHpopmanii Ta kibepOesmeku, IO
peami3yloTh ab0 3acTOCOBYIOTh (YHKINI 3a0e3leueHHs 3aXHINEHOCTI
iHdopmarii, ska o00pobnseThcs (Tepenmaerbes) B - iH(OpMAIIHHO-
KOMYHIKAIliIHHAX CHCTEMaX, BiJl HECAHKIIOHOBAHUX i, BiJi BUTOKY
TeXHIYHUMHU KaHAJIaMH Ta BiJl CIICIIAJIbHUX BIUIMBIB Ha 3ac00M 00pOOKHU
iHpopmamii, a Takox iH(popMarlii, IO O3BYUYyeThCS Ha 00’ €KTax
iH(poOpMaIiHHOT TiSTILHOCTI.

Iisi HaBuaHHs: miaroroBka (axiBIliB, 3MaTHUX PO3B’sA3yBaTH 3a/adi
JNOCTITHUIIBKOTO ~ Ta/abo  iHHOBaWiHHOTO  XapakTepy y  cdepi
iH(opMariiHoi Ta/abo KibepOe3neKkH i 3aXucTy iHdopmarrii.
TeopeTnunmii 3MicT mpeaMeTHOI 00J1acTi.

TeopernuHi 3acaay HAYKOEMHUX TEXHOJOTIH, (Pi3nyHI 1 MaTeMaTHYHI
(dbyHaMeHTalIbH1 3HaHHS, Teopii 1AeHTU]IKALIl Ta MPUNHHATTS PILIECHb,
CHCTEMHOI'0 aHali3y, CKIaJHUX CHUCTEM, MOJICJIIOBAHHS Ta ONTUMI3alil
IpOLECiB, Teopii MaTeMaTUYHOI CTaTHCTUKH, KpUNTOrpadiyHOro Ta
TEXHIYHOTO 3axHucTy iHQopmalii, Teopii pU3MKIB Ta IHIIMX
MDKJAMCHMIUIIHAPHUX TEOpill 1 MpakTUK Yy rany3l 1HpopMaiiiHoi
6e3nexu Ta/abo kibepOesmeku 1 3aXucTy iHpopmarii.

MeToan, MeTOAMKH Ta TEXHOJIOTil: METOJHM, MOJENi, METOJUKH Ta
TEXHOJIOT1l CTBOpEHHsS, OOpoOKH, mepenadi, MpuUAMaHHS, 3HUIICHHS,
BiIOOpa)keHHd, 3axucTy (kibep3axucty) iH(OpMaLIHHUX pecypciB y
KiOepIpocTopi, a TAKOXK METOAM Ta MOZEI PO3pOOKH Ta BUKOPHUCTAHHS
MPUKIAIHOTO 1 CIeHiali30BaHOTO MPOTpaMHOTO 3a0€3MEUEeHHS IS
BUpIlIEHHS MpodeciiiHux 3amad B ramys3i iHpopmauiiiHoi Oe3nexu
Ta/abo KkibepOe3neku 1 3axXUCTy 1HQoOpMAIll; TEXHOJOrii, METOIU Ta
MOJeNi  JOCHIJDKeHHS, aHalizy, YIOpaBIiHHA Ta 3a0e3nedeHHs
Oi3Hec/omepalifiHUX  HPOLECIB 13  3aCTOCYBaHHSAM  CYKYITHOCTI
HOPMAaTHBHO-TIPABOBUX Ta OpraHi3allifHO-TEXHIYHUX METOJIB 1 3aC00iB
3axUCTy 1H(OpMaLIHHUX pecypciB y KibeprnpocTopi.

IncTpymeHTH Ta 00/1aAHAHHS:

3aco0H, IPUCTPOI, MEPEKHE YCTATKYBAHHS Ta CEPEAOBUINE, TPUKIIAIHE
Ta creliajgizoBaHe IporpaMHe 3a0e3rnedyeHHs, aBTOMAaTU30BaHi CUCTEMHU
Ta KOMIUIEKCH MTPOEKTYBaHHS, MOJICIIIOBAHHS, EKCILTyaTallii, KOHTPOJTIO,
MOHITOPHHTY,  OOpOOKH,  BiOOpaXeHHS Ta  3aXHUCTy  JIaHUX
(iHbopMarIiitHUX MOTOKIB), @ TAKOK METOJIM 1 MOJIEJl Teopii pU3UKIB Ta
yOpaBliHHA 1HQOpPMALIHHUMH pecypcaMH Tpu  JOCHKEHHI 1
CyNpoOBOUKEHHI  00’€KTiB  1H(GOpMAIIHOT  MISTIBHOCTI y  ramy3i
iH(popMaiifHo1 Oe3neku Ta/abo KibepOe3nekH i 3axXucTy iHdopmartii.

OpienTarrist OCBITHBOI
porpaMmu

OcaitHBO-TIpOdeciiiHa, MPUKIIaIHA Ta MA€ HACTYITHI TpodeciiHi
(cmermiamizamiiHi) aKIEeHTH:
1. TlornuGyieHe BUBYEHHS Ta 3aCTOCYBaHHS 3aKOHOJIaBYO1,




HOPMAaTUBHO-TIPABOBOI 0a3u YKpaiHU Ta BUMOT BiIMOBITHIX
MDKHApPOJHHMX CTAaHJAPTIB 1 IPAKTUK MO0 31IHCHEHHS
npo¢eciiftHOl AiSITBHOCTI.

2. Tlocwiena maroToBka B ray3i MUKIUCIMIUTIHAPHOTO CHCTEMHOT'O
aHaJTi3y 13 BUBYCHHSM Cy4aCHUX METOIIB MOJICTIOBAHHS
CKJIaJTHUX HEJHIHHUX MPOIECIB ISl CTBOPEHHSI CUCTEM 3aXHCTY
iH(pOopMaLiifHUX MOTOKIB Y KOMYHIKaIlITHUX MepeKax.

3. BuBueHHs Ta 3aCcTOCYBaHHS TEOpii, MOJIEIICH Ta MPUHIIUIIIB
3a0e3neueHHs TEXHIYHOTO Ta KPUNTOTPa(iuHOro 3aXUCTy
iHdopmartii B cydacHUX 1HGOPMAIIHHO-KOMYHIKAI[IHHUX
CUCTEMaX.

4. BuBYEHHS Ta 3aCTOCYBAHHS IHTEJICKTYaIbHUX TEXHOJIOTIH
MO/ICITIOBAHHS IPOIIECIB B CHCTEMax KiOep3axucTy, MOHITOPUHTY
Ta ayJUTy 3arpo3 aJis iHpopmMarii.

5. BmnpoBamkeHHs, OIIHIOBaHHS BIMOBITHOCTI Ta €KCIUTyaTaIlist
CHCTEM, KOMIUIEKCIB, IPOTPaMHUX Ta arapaTHUX 3aco0iB
TEXHIYHOTO Ta KpunTorpadgivyHoro 3axucty iHpopmarlii, 30kpema,
JUISL TIOCHIIEHHS KibepOesneku 00’ €KTiB KpUTHYHOT

iHppacTpyKTypH.

OcHoBHuit pokyc
OCBITHBOI MTPOTpamMu

CnemianpHa ocBita B ramy3i 12 [Hdopmariiiai  TexHosorii  /
cnenianbHOCTI 125 KibepOesmneka Ta 3axuct iHpopmarii.

[linroroBka ¢axiBiiB, 3JaTHUX JO IHHOBAIlIMHOI HAyKOBO-
JNOCHITHUIBKOI  JISUTBHOCTI  MPH  JOCIHIPKEHHI, TPOEKTYBaHHI,
BIIPOBAKEHHI, €KCIUTyaTallii Ta MOJAEpHi3alii CydacCHHX CHUCTEM Ta
TEXHOJIOT1M  3a0e3neueHHss  3axumieHocTi  iHdopmarii, 1m0
0o0pobmnsieTbess  (mepenaerbes) B IHPOpPMALIHHO-KOMYHIKALIHHIX
crcTeMax.

KmtouoBi cnoBa: kibGep3axuct, iHpopmauiliHa Oe3neka, 3axucT
iH(dopmalii, iHhopMaLiHHO-KOMYHIKallliHa CUCTEMa

Ocob6auBocTi IporpamMu

Bupobunua Ta  mepeparectaniiHa = MpakTHKa — 0OOB’S3KOBI.
[IpoBoasiThCS B cCleliali30BaHUX KOMIT FOTEPHHUX JIA0OpaTopisx Ta
KOMIT'IOTepHUX Kilacax Kadeapu, Ha 0a3i  [IpuaHinpoBcbKoro
PErioHANIbHOTO HAayKOBO-TEXHIYHOTO LEHTPY TEXHIYHOTO 3aXUCTY
iHpopMallii, a TakoXX Ha MIANPUEMCTBAX Ta B YCTAaHOBaxX MicTa Ta
obunacTi.

OpieHTOBaHICTh Ha 1HHOBAIIIl CUCTEM Ta TEXHOJIOTIH KiGepOe3neku i
3a0be3neueHHsl  3axuIleHocTi  iHpopmamii, 1m0  00pobIsETHCS
(nepenaetscs) B iHGOPMAIIHUX, €MEKTPOHHUX KOMYHIKAIIMHUX Ta
iHpOopMaliiHO-KOMYHIKALlIHHUX ~CHUCTEMax, 30KpeMa, KPUTUYHOI
1H(pOopMaLiIiHOT IHPPACTPYKTYPH.

1.4 IlpuaaTHicTh BUMYCKHUKIB 10 MPaleBJIAIITYBAHHS Ta MOAAJbIIOI0 HABYAHHS

[IpunaTHicTs 10
MpaneBIalTyBaHH

Bunu exoHOMIYHOT JisSTBHOCTI 32 KJIaCHU(1KaTOpOM BU/I1B €KOHOMIYHOT
nisuibHOCTI JIK 009:2010:
Cexkiis J [npopmarrist Ta TeeKoMyHIKarii

Poznin 62 KoM’ roTepHe nmporpaMmyBaHHs, KOHCYJIbTYBaHHS Ta
MOB’s3aHa 3 HUMH JISTTbHICTD

I'pyna 62.0 KoM’ roTepHe mporpaMmyBaHHs, KOHCYJIbTYBaHHS Ta
MOB’s3aHa 3 HUMH JISTTbHICTD

Kinac 62.01 KoM roTepHe nmporpaMmyBaHHS

Knac 62.02 KoncyapTyBaHHs 3 UTaHb iHpopMaTu3aii




Knac 62.09 Inma aisnbpHICT y cdepi iHdhopMaIiiftHUX TEXHOJIOTIH 1
KOMIT FOTEPHUX CHCTEM

Poznin 63 Haganus iHpopManiifHUX MOCIyr
I'pyna 63.9 Haganns iHmux inGopMamiifHuX mociayr
Kiac 63.99 Hananns iHmmx iHGopMaiiifHuX MOCIIyT, H.B.1.Y.

Cekuis M [Ipodeciiina, HayKoBa Ta TEXHIYHA TISUTbHICTh

Poznin 74 Iama npodeciiiHa, HaykoBa Ta TEXHIYHA MiSUTBHICTh
I'pyna 74.9 Inma npodeciiina, HayKoBa Ta TEXHIYHA JiSUTbHICTD,
H.B.LY.

Kiac 74.90 Tama npodeciitna, HaykoBa Ta TeXHIYHA JISITbHICTB,
H.B.LY.

Tlomanbiie HaBYaHHS

MosxnuBicTs HaBYaHHS 3a kBawi¢ikaniianumu piasimu: HPK Vipainu
— 8, piBerp FQ-EHEA — tpertiii mukin, EQF-LLL — 8 piBern

1.5 BukiaaganHsa Ta OLMiHIOBAHHA

Buxiamanus ta

CTy,Z[CHTOI_IeHTpOBaHC HaB4YaHH:A, CaMOHaBYaHH:, HpO6J’I€MHO-

HaBYaHHS OpI€EHTOBaHE HABYAHHS, HABYaHHS dYepe3 JIa0OpaTOpHY MPaKTHKY.
Jlexii, ceMiHapu, MMPaAKTUYHI 3aHATTS, JJaOOpaTOpHI pOOOTH B Maux
rpymax, caMOCTiifHa poO0Ta, KOHCYJbTAI] 13 BUKJIaJadyaMH.

O1iHIOBaHHS OniHoBaHHS HAaBYAJIBHHUX JOCSATHEHBb CTYJICHTIB 3MIMCHIOETHCS 3a

peiiTuHroBoro  mkaiorw  (mpoximHi  Gamum  60...100) Ta 3a
IHCTUTYIIIHHOIO IIKAJIOK («BIAMIHHO», <«JI00pe», «3al0BUTLHOY,
«HE3a/I0BIILHOY»), IO BUKOPHCTOBYETHCA MJII KOHBEpTallii OIIHOK
MOOUIBHUX CTY/I€HTIB.

OuiHIOBaHHA BKJIIOYA€ BECh CIEKTP KOHTPOJIBHUX TMPOLEIYp Y
3aJIe)KHOCTI  B1J ~ KOMIIETEHTHICTHMX  XapaKTepUCTUK  (3HaHHA,
YMIHHSI/HaBUYKH, KOMYHIKaIliss, aBTOHOMIs 1 BiAMOBIJAIBHICTS)
pe3yJIbTaTIiB HABYaHHS, IOCATHEHHS TKUX KOHTPOJIOETHCS.

Pe3ynbraTi HaBUaHHS CTY/AEHTA, 10 BiOOPaXKalOTh JOCATHYTHH HUM
piBEHb KOMIIETEHTHOCTEHN BIJTHOCHO OYIKYBaHUX, 1IEHTU(IKYIOTbCS Ta
BUMIPIOIOTbCS MiJ 4Yac KOHTPOJBHHX 3aXOJIB 3a JIONMOMOTOIO
KpUTEPIiB, IO KOPETIOIThCA 3 OMHcaMH KBalli(iKalifHUX piBHIB
HamionaneHoi  pamku KBaJTidikarii i XapaKTepU3yITh
CHIBBIJHOIICHHS] BUMOT JI0 PIBHS KOMIIETEHTHOCTEH 1 TOKA3HHKIB
OLIIHKHU 32 PEHTHHIOBOIO IIKAJIOKO.

[TincyMKOBHI KOHTPOJb 3 HAaBYAJIbHUX TUCIUILIIH 31HCHIOETHCS 3a
pe3yiabTaTaMd  MOTOYHOIO  KOHTpoJIt0  a0o/Ta  OIIHIOBAaHHIM
BUKOHAaHHS KOMILJIEKCHOI KOHTpPOJIbHOI poOoTu abo/Ta yCHHUX
BIJIIIOBiJIEH.

OmiHioOBaHHS pe3yJbTaTiB MPOBOIUTHCS BiAMOBiIHO 110 [lonoskeHHs
YHIBEPCUTETY TPO OIIHIOBAHHS pPE3yJbTaTiB HAaBUYaHHs 3/100yBadiB
BHUIIOT OCBITH

@®opMa BUITYCKHOL
arecrari

Arecrantiss  3100yBauiB BHIIOI OCBITH 3IIHCHIOETBCS y  (opmi
MyOJIIYHOTO 3aXUCTy KBaJli(pikamiifHoi poOOTH MaricTpa.
Kpamigikamiiina poGoTa Mae po3B’s3yBaTH CKJIQJAHY 3a1ady
iHpopmaniiinoi Oe3neku Ta/abo kibepOesmeku 1 mepeadavaTH
MPOBEACHHS AOCTIHKEHB Ta/ab0 3MIMCHEHHS 1HHOBAITIH.
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Pobota mepeBipseThCsl Ha HAsIBHICTH IUIATIATy 3TiIHO 3 MPOIETYPOIO,
BHU3HAUEHOIO CHCTEMOIO 3a0€3eUEeHHSI IKOCTI OCBITHBOI IISIILHOCTI Ta
SIKOCT1 BUILIOT OCBITH YHIBEPCUTETY.

3axuct KkBamidikamiiiHOi poOOTH BiIOYBa€Tbcs NPUIIIOAHO HA
3aClIaHHI €K3aMeHarliHoI KoMicii.

Kpamigikamiiina poboTra  ONPWIIOJHIOETECS B PEMNO3UTOPIT
YHIBEpPCHUTETY.

1.6 PecypcHe 3a0e3neuyeHHs peasizauii nporpamu

Crierudiuni KanpoBe 3abe3meyeHHs BiANOBiAa€ KagpOBHM BHMOTaM OO
XapaKTEePUCTHKH 3a0e3revyeHHs] TPOBAKCHHS OCBITHBOI JISUIBHOCTI JJIsI JAPYTOro
KaJIpOBOT'O (MaricTepchbKoro) piBHS BHILIOI OCBITH BigmoBigHO 10 JlineHsiiHux
3a0e3[eUYeHH YMOB TIPOBAJPKEHHS OCBITHBOI JIISITBHOCTI.

Jlo TIpOBEACHHS ayAWTOPHHUX 3aHATH 3aly4aloTbes mnpodecioHanmn-
npakTuku 3 [IpuaHIIPOBCHKOrO LEHTPY TEXHIYHOTO —3aXUCTy
iHpopmarii.

Buknagaui mepiogMYHO IOCHIIIOIOTH CBOIO  IJATOTOBKY 4Yepes
porenypy MiABUIIECHHS KBaJTihikarii.

Crnenudiuni MarepianbHO-TexHIYHE 3a0€3MEUYCHHST BIAMOBIIA€ TEXHOJIOTTYHUM
XapaKTEPUCTUKU BUMOTaM I0JI0 3a0e3MeYCHHS] NPOBAPKCHHS OCBITHBOI isSUTBHOCTI
MaTepiaiabHO- JUIsL Ipyroro (MaricTepchbKOro) piBHS BHINOI OCBITH BIAMOBIIHO 10
TEXHIYHOTO JlieH31iHUX yMOB IPOBAKEHHS OCBITHBOI JiSUTHOCTI.

3a0e3neueHHs [linroTroBKka 3a JaHOK OCBITHBOI IPOrPaMOIO 3IIMCHIOETHCS B

nabopaTopisiX: eNEeKTPOHIKH; KOMIT IOTEPHOTO MOJICITIOBaHHS; 3aC001B
TEXHIYHOTO 3aXMCTy iH(popMarii; kibepOe3neku i3 BHUKOPHCTAHHIM
KOMIUIEKCIB 3ac001B 3axucty «I'pud», aBToMaTu30BaHOTO KOMILJIEKCY

PalioOMOHITOPUHTY "AKOP-2I1K-M", 0araToyHKIIOHAIBHUX
nomykoBux npuctpoiB ST-031P , ITipauss” Ta CPM-700 «Akymnay.
Crerudiuni Indopmartiitne 3a0e3nedeHHs nependayae HasIBHICTD:
XapaKTEPUCTHKU - BITYM3HIHMX Ta 3aKOPJOHHUX (PaxOBHX MEPIOTUIHUX BUIAHD
iHpopManiifHoro Ta BIZIMOBIHOTO Mpodito y 610i0TeN 3aKi1aay OCBITH (y TOMY YUCII B
HaBYaJIbHO- €JIEKTPOHHOMY BUTJISIZ1) 3aJI€KHO BiJl HAMBHUILIOTO PIBHS, 3a IKUM
METOIUYHOTO (aKTUYHO MPOBAAUTHCS OCBITHS JiSUIbHICTH;
3a0e3neueHHs - JocTyny 70 6a3 JaHMX MEepIoANYHUX HAyKOBUX BUJAaHb aHIJIIHCHKOIO

MOBOIO BIAMOBITHOTO MPOQ1ito;

- BUKOPUCTaHHs NMpoQeciifHOi AUCTaHUIHHOI MIaTGOPMHU MIATOTOBKH
¢axiBLiB 3 KibepOe3neKy;

- o(imiitHOTO BeOCcaiiTa 3aKiIaly OCBITH YKPAiHCHKOIO Ta aHTJTIHCHKOIO
MOBOIO, Ha IKOMY PO3MiIlIeHa OCHOBHA iH(OpMAIllist PO HOTO
TUSUTBHICTD (CTPYKTYpA, JiLEH31] Ta cepTudikaTH Mpo akpeauTalliio,
OCBITH$/OCBITHbO-HAayKOBa/ BUIaBHUYA/aTecTalllifHa (HAyKOBUX
MpaliBHUKIB) AiSUIbHICTb, 3pa3KH JOKYMEHTIB IIPO OCBITY, YMOBH JJIsi
JIOCTYITHOCTI 0Ci0 3 IHBAJIIHICTIO Ta 1HIIUX MaJIOMOOUIBHUX TPy
HaCeJIeHHs 0 NPUMIlleHb, HaBYaJIbHI Ta HAYKOBI CTPYKTYPHI
MiPO3IUTH Ta X CKIIaJ], Mepellik HaBuaIbHUX AUCIUILIIH, TpaBUiIa
puiioMy, KOHTaKTHa iHGOopMarris).

HaBuanbpHo-MeTOMUHE 3a0e3eYeHHs epen0avyac HassBHICTb:

- 3aTBEPKCHUX OCBITHBO-TIPO(eciitHOT mporpaMu, HaBYaIbLHUX TUIAHIB,
3a SIKUMU 31HCHIOETHCS MMiITOTOBKA 3/100yBaviB BUIIIOI OCBITH;
poOOYMX MpOTpaM 3 yCiX HaBYAIbHUX JUCIUILIIH HAaBYAIbHUX ILJIAHIB,
- IpOrpam 3 yCiX BU/IB MPAKTUYHOI MIATOTOBKH JI0 KOXKHOT OCBITHBOT
IPOrpaMu;
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- METOAMYHUX MaTepiajiiB AJs MPOBEJCHHS MiCYMKOBOI arecTamii
3100yBayiB BUIIO1 OCBITH TOIIO.

MertoanyHi Marepiadd poO3MilleHi Ha IUIATGOPMI JTUCTAHLINAHOI
ocsitu Moodle, caiiti kadeapu Ta B qogarkax cepsicis Office 365:

https://do.nmu.org.ua/course/index.php?categoryid=5.

1.7 AxageMiuHa MOOLIBLHICTH

HarionaneHa kpeauTHa
MOOUILHICTE

MOXIIUMBICTh YKIIaIaHHS YO/ PO aKaJeMiuHy MOOIIBHICTb, TIPO
NO/IBiifHE TUIIIOMYBaHHS TOIIO

MixHapoHa KpeJUTHA
MOOUIBHICTD

MOKJIMBICTB YKJIQJaHHS YTOJl PO MIKHAPOJAHY MOOUIBHICTB, PO
MOJIBIHE TUIIOMYBAHHSI, IPO TPUBAJi MIKHAPOAHI POEKTH, 1110
nepea0avyaroTh HaBYAHHS CTYJICHTIB TOIIO.

[TonoxkeHHs PO MOPAIOK peatizallii mpaBa Ha akaJeMiuHy
mob6utbHicTs HTY "JIHinpoBcrka nomitexuika': http://surl.li/crwsa
Crpareris inTepnauionanizamii HTY "/[ninmpoBcbka nmomitexHika'":
http://projects.nmu.org.ua/ua/Internationalisation_strategy en_2025.pdf
[Iponienypa BinOOpy Ha MpOrpaMu aKaJaeMiqHOI MOOITBHOCTI:
http://projects.nmu.org.ua/ua/Selection procedure applied for the
selection of students and staff for mobility.pdf

JlocTymnHi mporpaMu MOOUTFHOCTI Ta YHIBEPCUTETH-TTAPTHEPU:

1. Erasmus+ K107:

- YuiBepcut Xaeny, (Icnanis);

- VHiBepcutet Jleobeny (ABcTpis);

- Uankupu Kaparekin YHiBepcurer (Typeuunna);

- BporytaBcbka nosiTexHika.

2. Ctuniennis banen-Bropremoepr (Baden-Wurtemberg):

- VuiBepcutet Eciinreny (mporpama — Information Technology (B));
- YHuiBepcutet PoliTninreny, Himeuunna.

3. Ilporpama Typenbkux ooMiHiB MeBiiaHa.

HaBuanng 1HO3EMHUX
3100yBaviB BUIIO]
OCBITH

HaBuanHs 1HO3eMHHX 3/100yBayiB BHUIIOI OCBITH MepeadaueHo
YKPaiHCBKOK MOBOIO

2 OBOB "A3KOBI KOMIIETEHTHOCTI

[HTeTpanbHa KOMIETEHTHICTH MaricTpa 31 cnerianbHocTi 125 KibepOesneka ta
3axXuCT 1H(pOpMaIii - 3MaTHICTh 0COOM PO3B’SI3yBaTH 3a/1adl JTOCHITHUIIBKOTO Ta/a0o
1HHOBAIIIMHOTO XapakTepy y cdepi iHpopMaliiifHoi Oe3rnexku Ta/abo kibepOoe3nex.

2.1 3arajapHi KOMIIETEHTHOCTI1

\Hlnq)p \ KomnerenTHoCTI
1 2
K3-1 31aTHICTh 3aCTOCOBYBATH 3HAHHS Y IPAKTUYHUX CUTYAIlisIX.
K3-2 31aTHICTh TPOBOJUTH JOCIIPKCHHS Ha BiIOBITHOMY PiBHI.
K3-3 31aTHICTh 10 a0CTPAKTHOTO MUCJICHHSI, aHATI3Yy Ta CHHTE3Y.
K3-4 31aTHICTH OILIHIOBATH Ta 3a0€3MeYyBaTH SIKICTh BAKOHYBAaHUX POOIT.
K3-5 31aTHICTh CIUIKYBATHUCS 3 MPEICTABHUKAMU THITUX MPOGECIHHUX TPYI Pi3HOTO PiBHSA



https://do.nmu.org.ua/course/index.php?categoryid=5
http://surl.li/crwsa
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1 2

(3 excriepTaMu 3 1HIIMX TaTy3ei 3HaHb / BUJIIB €KOHOMIYHOI AISTTbHOCTI).

2.2 CneniaiabHl KOMIOETEHTHOCTI

2.2.1 ®axoBi (cremiaiabHi) KOMIIETEHTHOCTI 3a CTAHIaPTOM BHUIIOi OCBITH

HIndp KomnerentHocTi
1 2
Kol 31aTHiCTh OOTPYHTOBAHO 3aCTOCOBYBATH, IHTETPYBaTH, PO3POOIIATH Ta

YIOCKOHATIOBATH Cy4YacHi iHpOpMaIliitHi TeXHoIori1i, (hi3udHI Ta MaTeMaTU4HI MOJIENI, a
TAKOK TEXHOJIOT1] CTBOPEHHS Ta BUKOPUCTAHHS MPUKIIATHOTO 1 CIIEIialli30BaHOTO
MIPOrPaMHOT0 3a0e3MeUeHHs /Ui BUpilIeHHs podeciiHux 3aaa4 y cepi iHpopMmaritHol
Oe3nekn Ta/abo kibepOesnexu.

Kd2 3MaTHICTh PO3POOIISATH, BIPOBA/KYBATH Ta aHAJII3yBaTH HOPMATHUBHI JOKYMEHTH,
MOJIOKEHHS, THCTPYKIIi f BAMOTH TEXHIYHOTO Ta OpPraHi3alliifHOro cripsiMyBaHHs, a
TaKOoX 1HTETpyBaTH, aHAJII3yBaTH 1 BUKOPUCTOBYBATH Kpallli CBITOB1 IPaKTUKH,
crangapTH y npodeciiiHiil aisubHOCTI B cdepi iHpopmaniliHoi 6e3nexu Ta/adbo
KiOepOe3neKHy.

K®3 31aTHICTD AOCIHIHKYBATH, PO3POOIISATH 1 CyNIPOBOIKYBATH METOIU Ta 3aCO0U
iHdopmartiiiHoi 6e3reku Ta/abo kibepOesnekn Ha 00’ ekTax iH(OpMaIiHHOT AISTBHOCTI Ta
KPUTHYHOI iHPPACTPYKTYPH.

Kd4 3/1aTHICTh aHaJli3yBaTH, pO3POOIIATH 1 CYyIIPOBOKYBATH CUCTEMY YIPABIIHHSA
iHdopmartriiHo0 0e3mneKoro Ta/abo KibepOe3nekoro opraxizailii, GopmMyBaTH CTpaTETio 1
MOJITHKY 1H(opMaIiiiHOT Oe3neky 3 ypaXyBaHHAM BITUU3HAHUX 1 MUKHAPOJAHUX
CTaHJApTIB Ta BUMOT.

K®5 | 3naTHicTh 0 AOCHIKEHHS, CHCTEMHOTO aHalli3y Ta 3a0e3neueHHs Oe3nepepBHOCTI
013Hec/onepaniiiHuX MPOLECIB 3 METO0 BU3HAYEHHSI BpPa3JIMBOCTEH 1H(DOpMaLIHHUX
CHCTEM Ta PeCypciB, aHaNli3y PU3MKIB Ta BU3HAUYEHHS OLIHKH iX BIUIMBY Y BIAMOBIIHOCTI
JI0 BCTAaHOBJIEHOT CTpaTerii 1 MOMITUKY 1H(popMalliifHoi 6e3neku Ta/abo kibepoesnexku
oprasizariii.

K6 3/1aTHICTh aHaJli3yBaTH, KOHTPOJIIOBATHU Ta 3a0e3MeuyBaT CUCTEMY YIpaBIIiHHSA
JOCTYIIOM JI0 iH(pOpMaLiiHUX PeCypCiB 3riIHO BCTAHOBJIEHOT CTpaTerii 1 HOJITUKH
iH(hopMaliiHOo1 Oe3neku Ta/abo Kibepbe3neku oprasizariii.

K®7 31aTHICTh AOCTIIKYBAaTH, PO3pOOIISATH Ta BIPOBAKYBATH METOJIU 1 3aX0 U MPOTH 1T
KiOepiHIUACHTaM, 3IHCHIOBATH MPOLIETYPH YIPABIiHHSA, KOHTPOJIIO Ta PO3CIIiyBaHHs, a
TaKOXX HaJaBaTU PEKOMEH/IAIIT 11010 TIOTIEPEIKEHHS Ta aHATI3y KiIOEpIHIIUICHTIB B
LIOMY.

K®8 3/1aTHICT AOCTIIKYBaTH, PO3pOOIISATH, BIPOBAIKYBATH Ta CYNIPOBOKYBATH METOJIH 1
3aco0u KpunTorpadiyHOro Ta TEXHIYHOr0 3aXUCTy iH(opMarllii Ha 00’ eKTax
1H(pOpMaLIHHOT AISTBHOCTI Ta KPUTUYHOI IHPPACTPYKTYpH, B iIHGOpMaIIIHHUX CUCTEMAX,
a TaKOX 3J]aTHICTH OI[IHIOBATH €(PEKTUBHICTh iX BUKOPUCTAHHSI, 3T1THO BCTAHOBJICHOT
cTpaTerii 1 MoMTUKH 1HPopMalliiiHoi Oe3neku Ta/abo kibepOe3neKku opraHizaiii.

K®9 3/1aTHICTh aHaJi3yBaTH, pO3POOIISATH 1 CyIIPOBODKYBATH CUCTEMY ayJIUTY Ta
MOHITOPHHTY €(EeKTHBHOCTI PYHKITIOHYBaHHS 1HPOPMAIIHHIX CUCTEM 1 TEXHOJIOTIH,
6i3Hec/onepaliifHuX Mmporecis B ranysi iHpopmarliiiHoi 6e3neku Ta/abo kidbepOe3nexu
oprasizariii B IIiJIOMY.

Kd10 31aTHICTh IPOBAIUTH HAYKOBO-TIEAATOTIYHY JisSUTHHICTb, JIAHYBAaTH HAaBYAHHS,
KOHTPOJTIOBATH 1 CYNPOBOKYBATH POOOTY 3 IEPCOHATIOM, a TAKOK MPUHMaTH e(heKTUBHI
pilieHHs 3 nuTaHb iHGopMaIlliiiHoi 6e3neku Ta/abo KidepOe3neKu.
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2.2.2 CreniajibHI KOMIIETEHTHOCT1 3 YpaxyBaHHSIM OCOOJIMBOCTEH OCBITHBOI

porpamu
HIndp KomnerentHocTi
1 2
CK11 | 3parHicTh DOCTiIKYBATH Ta PO3POOIISATH METOIM 1 3aco0u 3abe3neueHHs KioepOesnekH i

JUHAMIYHHX TPOIICCIB.

3aXHUIIEHOCT] 1H(pOpMaIlii Ha OCHOB1 IHTEJIEKTYaJIbHOT'O MOJICITFOBAaHHS HEJIIHIMHUX

CK12

3axucTy iHopmarrii Ta Kibep3axucry.

3/1aTHICTh BIPOBA/KYBATH Ta OI[IHIOBATH BIIOBIAHICTh CHCTEM, KOMILJIEKCIB Ta 3aC001B

CK13

MMTaHb KiOepOe3neKku Ta 3axucTy iHdopmarii.

31aTHICTh 3/1MICHIOBATH TEXHIUYHE KEPIBHUITBO Ta HAaBATH KOHCYJIbTATUBHI IOCIYTH 3

TEPMIHAX PE3VJIbTATIB HABUYAHHA

3 HOPMATHBHUM 3MICT IIAT OTOBKU, C®OPMYJIbOBAHUN Y

Kinmesi, miCcyMKOBI Ta IHTETpaTHBHI pe3yJbTaTd HaBYaHHS MaricTpa 3i

crnermiansHOCT 125 KiGepOesneka, 110 BU3HA4Yal0Th HOPMATUBHUI 3MICT MIATOTOBKH 1
KOPEJIOIOTHCST 3 TEPENIIKOM 3arajibHUX 1 CIEeHiaIbHUX KOMIETEHTHOCTEH, MOJIaHO
HIDKYE.

Hudp

IIporpamMHi pe3y/ibTaTH HABYAHHA

KoMmnerenTHocTi

PH1

BinbHO criikyBaTUCh IepP>KaBHOIO Ta 1HO3EMHOIO MOBaMHU, YCHO 1
MUCHMOBO JUIS IIPE/ICTABICHHS 1 0OrOBOPEHHS pe3yJIbTaTiB
JOCITI/KEHD Ta IHHOBAIliH, 3a0e3neyueHHs OizHec\omepaminHux
IPOLECIB Ta MUTaHb NPOdeciiHOT NISITBHOCTI B raity3i iHpopMaliiHoT
6e3neku Ta/abo kibepOesneku.

K31, K33, Kd1

PH2

[nTerpyBatu ¢pyHaaMeHTanbHI Ta CHeliaIbHI 3HAHHS JUIS
PO3B’sA3yBaHHs CKJIAJHUX 3a7a4 iHpopMauiiHoi 6e3nexu Ta/abo
K10epOe3neKkH y MHUPOKUX a00 MyJIbTUIUCIMILIIHAPHUX KOHTEKCTaX.

K32, K33, KO1-KP3

PH3

[IpoBaguTH KOCHITHUIBKY Ta/a00 IHHOBALIWHY JISIBHICT B cepi
1H(opMartiitHoi 6e3rexku Ta/abo kibepOe3neKu, a TaKox B cdepi
TEXHIYHOTO Ta KpUNTorpadiyHoro 3axucty inpopmarii y
KibeprpocTopi.

K31, Kbl

PH4

3acToCoBYBaTH, IHTETPYBATH, PO3POOISATH, BIPOBAKYBATH Ta
YIOCKOHAIIOBATH Cy4acH1 iHpopMaliiiHi TeXHOIOor1i, (pi3udHi Ta
MaTeMaTU4YH1 METOJH 1 Mozieli B cdepi iHpopmalliiiHoi 6e3neku
Ta/abo kibepOe3neku.

K31-K34, KO 1-KP2

PH5

Kputnuno ocmuciroBatu npobiaemu iHpopMaIiitHoi 6e3nexku
Ta/abo kibepOe3neku, y TOMy YHUCI1 Ha MIKTally3eBOMY Ta
MDKJIMCHIUIUIIHAPHOMY PiBHI, 30KpeMa Ha OCHOBI PO3YMiHHSI HOBHX
pe3yJbTaTiB IHKEHEPHUX 1 (P13MKO-MaTeMaTUYHUX HAYyK, a TAKOX
PO3BUTKY TEXHOJIOT1H CTBOPEHHS Ta BUKOPUCTAHHSI CIIEL1aIi30BaHOTO
POrPaMHOTO 3a0€3MeUeHHS.

K33, K35, Kd2

PH6

AHaJi3yBaTH Ta OILIHIOBATH 3aXHUIIEHICTh CUCTEM, KOMILUIEKCIB Ta
3ac00iB Ki0ep3axUCTy, TEXHOJIOTi CTBOPEHHS Ta BUKOPUCTAHHS
CIIeIIaJII30BaHOTO MPOTPAMHOT0 3a0€3MeYCHHS.

K31,
K®3,
K®9

K34, Ko&lI,
K®5-K®7,
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OOrpyHTOBYBaTH BUKOPUCTAHHS, BIPOBA/KYBAaTH Ta aHAJTi3yBaTh
Kpallli CBITOBI CTaHAAPTH, IPAKTUKU 3 METOIO PO3B’3aHHS CKIIQIHUX

PH7 NI . .. o K31, K33, Kd2
3a/1a4 mpoQeciiftHoi qisSUTBHOCTI B Tamy3i iHpopmaliiiHoi Oe3neku
Ta/abo kibepbe3nexu.
OCJIJI)KYBaTH, PO3pOOIIATH 1 CyPOBOPKYBAaTH CUCTEMH Ta 3aCO0U
_ Hocmpikyari, posp YHPOBOJKY \ K31, K32, K34, K35,
PH8 |indopmariitHoi O6e3neku Ta/abo KibepOe3nekn Ha 00’ eKTax
. o .. . . K®3, K®9, KO10
iHpopManiiHOi JisSUIbHOCTI Ta KpUTHYHOI iHPPACTPYKTYPH.
AHani3zyBaTH, po3po0JIsSTH 1 CyIPOBOXKYBaTH CUCTEMY YIIPaBIiHHS
. . . S K31-K34, K4,
PHY |indopmariiinoro 6e3mekoro Ta/abo kibepbe3nekoro opraHizaiii Ha KD9. Kb10
0a3i cTpaTerii 1 HOJITUKH 1HGOPMAIIHHOT O€3MEKH. ’
3abe3neuyBatu Oe3MepepBHICTh Oi3HEC/OmepaIiiHuX MPoLECiB, a
PH1Q |TAKOXK BHABIATH ypa3nuBOCTI iHPOPMAIITHIX CUCTEM Ta PECYPCIB, K31, K33, K34,
aHaJII3yBaTH Ta OL[IHIOBATH PU3HMKH JUI iH(OpMaIiifHOI Oe3neKn K®5, KO9
Ta/ab0 KibepOe3neKku opraxizaiii.
AmnaiizyBaTH, KOHTPOJIOBATH Ta 3a0e3rnedyBaT e(h)eKTHBHE
PHI1 (GYHKIIIOHYBaHHS CUCTEMH YIPaBIiHHA AOCTynoM a0 iHpopMmaniinux | K31, K33, K34,
pecypCiB BIIIOBIIHO 10 BCTAHOBIICHUX CTPATETl 1 MOTITHKU K®6, KO10
iH(opMaliiHoi 6e3reku Ta/abo KibepOe3neKku opraHizarti.
JlocipkyBaTH, po3po0IIsATH Ta BIPOBA/KYBATH METOIH 1 3aX0]I1
PHI? IPOTUAIT KiIOepiHIMACHTaM, 31HCHIOBATH MIPOLEAYPH YIIPABIIIHHSA, K31, K33, K34,
KOHTPOJIIO Ta PO3CIIiTyBaHHs, a TAKOK HajmaBaTH pekomenaanii moao | Kd4, KO7, KO10
MOTNIEPEPKEHHS Ta aHaIi3y KiOCpIHIIUIEHTIB B IJIOMY.
JlocmipKyBaTh, po3po0IIsiTH, BIIPOBAKYBAaTH Ta BUKOPUCTOBYBATH
METOJIU Ta 3aCO0M KPUNTOTPpadhiqyHOrO Ta TEXHIYHOTO 3aXHUCTY
PHI3 iH(popmatii O13Hec/onepaliiHuX MPOIIECIB, a TAKOXK aHANII3yBaTH 1 K31, K33, K34,
Ha/laBaTH OIL[IHKY e(eKTUBHOCTI X BUKOpUCTaHHS B iHpopmaniiinux | KD, KO10
CUCTEMax, Ha 00’ ekTax 1HPOpMaLiHHOI JiSIBHOCTI Ta KPUTUIHOT
1HQPACTPYKTYPH.
AHani3yBaTH, po3po0IIsSTH 1 CYIIPOBOIKYBATH CUCTEMY ayAHUTY Ta
MOHITOPHUHTY €(pEeKTUBHOCTI (PYHKIIOHYBaHHS 1H()OpPMALIHHUX K31, K33, K34,
PH14 ! o . . .
CHCTEM 1 TeXHOIOT1H, Oi3Hec\omnepalliifHux mporeciB y cdepi K®4, KP9, KO10
iHdopmalriiiHoi Ta\abo KibepOe3neKH B LIIOMY.
3po3yMiNo 1 HeIBO3HAYHO JJOHOCUTH BJIACHI BUCHOBKH 3 TIPOOIIeM
iH(popMaIiiHol Oe3nekn Ta/abo Ki0epOe3IekH, a TaKOK 3HAHHS Ta
pH|5 |HbOPMALITHOT{ P . K34, K35, KO10
MOSICHEHHS, IO X OOTPYHTOBYIOTH JI0 TIEPCOHAITY, TAPTHEPIB Ta
IHIIHX 0CIO0.
[TpuiimMaT OOTPYHTOBAHI pillIEHHS 3 OpraHi3aliiiHO-TeXHIYHUX
nUTaHb 1HPOpMaIIfHOT Oe3rmeKkn Ta/abo KibepOe3neKn y CKIaHMX 1
Qopa ocp y cran K31-K34, K®3-KO7,
PH16 |HenepenbauyBaHUX yMOBaX, y TOMY YHCIIi i3 3aCTOCYBaHHSIM KD9. Kb10
CyYacHHMX METOJIIB Ta 3aC001B OMTUMI3aIlil, MPOrHO3YBaHHS Ta ’
NPUAHSTTS PIllICHb.
MaTH HaBUUKH aBTOHOMHOT'O 1 CAMOCTIHOTO HaBYaHHS y cdepi
iH(hopMmaliifHOT 6e3mexu Ta/abo KibepOe3neku 1 JOTUIHUX TaTy3eu
pH17 |HPopManiil 4/ab0o KIbep o y K®3, K10
3HaHb, AaHAJII3yBaTH BJIACHI OCBITHI MOTpeOU Ta 00’ €EKTUBHO
OIIIHIOBATH Pe3yIbTaTH HABYAHHSI.
[1nanyBaTu HaBYaHHS, a TAKOXK CYNPOBO/KYBAaTH Ta KOHTPOJIOBATU
. A K31, K34, K35,
PH18 |poboty 3 nmepconanoMm y Hampsamy iHopmariiftHoi 6e3nexu Ta/abo KD10

KiOepOe3neKHu.
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OO6wuparu, aHani3yBaty 1 po3po0IsITH NPUAATHI TUIIOB] AHATITUYHI,
PO3PaxXyHKOBI Ta eKCIIEPUMEHTANIbH] METO/H ki0ep3axucry, K31, K34, K35, Kd1-
PHI19 |po3pobustu, peanizoByBaTH Ta CyNpOBOKYBATU IPOEKTHU 3 3aXUCTY Kdd. KO6-KD9
iHdopmMartii y kibeprnpocTopi, IHHOBAIIHOT TISUTBHOCTI Ta 3aXUCTY ’
IHTEJEKTYaIbHOT BIACHOCTI.
CtaBuTH Ta BUPINIYBAaTH CKJIAJIHI IH)KEHEPHO-TIPUKIIATHI Ta
PIDO HAYKOBI 3a7a4i in)opMauiﬁHO'i 663H€KI/I‘Ta/a6O Ki6€p6esgeKH 3 K31- K35, K1, Kd3
ypaxyBaHHSIM BUMOT BITUM3HAHUX Ta CBITOBUX CTaHIAPTIB Ta
Kpalux NpaKkTUK.
BI/IK,OpI/ICTOBYBaTI/I METOAM HaTypHOTO, .(bIBI/I‘IHOFO i . K31-K34, Kd1, KO3,
PH21 |[koMm’r0TE€pHOr0 MOJEIIOBAHHS JIJIsl JOCIIIKEHHS ITPOLIECIB, SIKi Kd5. Kb7. KDY
CTOCYIOThCS 1H(OpMaIliiHOi Oe31eKku Ta/abo KibepOe3neKu. ’ ’
[TmanyBaTy Ta BUKOHYBATH €KCIIEPUMEHTAIIBHI 1 TEOPETHYHI
JOCTII)KEHHS, BUCYBATH 1 IEPEBIPATHU T1IOTE3U, OOUPATH I [[HOTO
PH22 |npunatHi MeToau Ta iHCTPYMEHTH, 3/1IHCHIOBATH CTATUCTUYHY K32-K34, Kd1, KP3
00pOOKy JaHUX, OI[IHIOBATH JOCTOBIPHICTh PE3yJIbTATIB HOCIHIIKECHb,
apryMEHTYBaTH BHCHOBKH.
OOrpyHTOBYBaTH BUOIp MPOrpaMHOro 3a0e3NeueHHs, yCTaTKyBaHHs
Ta IHCTPYMEHTIB, 1H)KEHEPHUX TEXHOJIOTIH 1 MPOIIECiB, a TAKOXK
oOMexeHb 110/I0 HUX B Taiy3i iHdopMaliiiHoi 6e3neku Ta/abo K31, K33, K34,
PH23 | . . . K®1-KD3 Kdo6-
KibepOe3nexu Ha OCHOBI CY4aCHHX 3HaHb y CyMDKHUX raiy3sx, K9 ’
HAYKOBO1, TEXHIYHOT Ta J0BIAKOBOI JIITEPATypH Ta 1HIIOI JOCTYIHOT
iH(popmartii.
CnenianbHi pe3yJbTaTH HABYAHHS 3 YPaXyBaHHAM 0C00JIMBOCTEH
OCBITHBOI MporpamMu
3niicHIOBAaTH JOCHIUKEHHS Ta po3poOKy MeToniB Ta 3aco0iB
3abe3neueHHs KkiOepOesneku 1 3axuimeHocTi iHdopmarii, 110
PH24 |oGpobnserbess  (mepenaerscsi) B iH(popMaliiiiHo-koMmyHikariiaux| CK11
CUCTEMAaX, Ha OCHOBI MOJIEIIOBAHHS MPOLECIB 13 BUKOPHUCTAHHSIM
METO/IIB CUCTEM HITYYHOT'O IHTEJIEKTY Ta HEJIHIMHOT TMHAMIKH.
BripoBamxyBaTu nporpamHi Ta anapaTHi 3aco0H 3axucTy iHpopMarii
PH25 BIAMOBIAHO 10 BCTAHOBIICHIX CTpa?erii"ui HOJ‘IiTI/IKI/I iH(PopMa'tuiﬁHoi' CK12
Oesrnexu Ta/abo kibepOe3neku opranizaiii. OUiHIOBATH BIAMOBIAHICTh
CHCTEM Ta KOMILJIEKCIB 3aXMCTy iH(opMaIlii Ta Kibep3axucTy.
3niliCHIOBAaTH TEXHIYHE KEPIBHUITBO (axiBISIMH Ta HaJaBaTH
PH26 KOHCYJ'II)TaTI/IBH'i MOCITYTH 1 TeX}.quHy /IOTIOMOTY 3 MUTaHb TEXHIYHOTO CK13
Ta KpunTorpadiqyHoro 3axXucty iHpopmarii Ta kibep3axucry.
4 POSITOAIJI PE3YJIBTATIB HABYAHHA 3A OCBITHIMUA
KOMIIOHEHTAMH
Indpp PesyabTaTH HAaBYaAHHA Haitmenysanus OCBITHIX
KOMIIOHEHTIB
1 2 3
1 OBOB’SI3KOBA HACTUHA
BinpHO crinkyBaTHCh Aep>KaBHOIO Ta iHO3eMHOIO | [HO3eMHA MoBa 115 ipodeciiHol
PH1 | MmoBamu, yCHO 1 MUCHMOBO JIJIsl IPEICTABIICHHS 1 IISUTBHOCTI
00TOBOPEHHSI PE3YJIbTATIB JOCITIKEHB Ta (aHrmiiicpka/HiMelbKa/PpaHITy3bKa)
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iHHOBAIIi}, 3a0e3neueHHs Oi3Hec\omepariiHux
MPOIIECiB Ta MUTaHb MPOodeciitHOT AISITEHOCTI B
raiy3i iHdopmariiiinoi 6e3neku Ta/abo
KiOepOe3neKH.
IaTerpyBatu GyHIaMeHTaNbHI Ta CICIiaIbHI Bukonanns kBamidikaiiiHoi
3HAHHS Ul PO3B’A3YBaHHS CKIIQJIHUX 3a/1a4 pobotu
PH2 | indopmamiitHoi 6e3neku Ta/abo KibepOe3neku y Cucrtemu yrpaBJiHHS
IIUPOKHUX a00 MYJIBTHANCIHUILTIHAPHUX iHpOopMaiiiHO0 0e3MeK0r0
KOHTEKCTax.
[IpoBanuTu KOCTITHUIIEKY Ta/ab0 IHHOBALIHHY Texuouorii 3a0e3neueHHs
TisTBbHICTD B cepi iHpopMaliiitHoi Oe3neku Ta/ado | iHdopmarliiiHoi 1 KibepOe3neku
PH3 | kiGepOe3mneku, a Takox B chepi TEXHIYHOTO Ta 00’€KTiB
KpunrorpadiqHoro 3axucry iHbopmariii y BupoOHuya npakTuka
KibeprnpocTopi.
3acTocoByBaTH, IHTETPYBaTH, PO3POOIATH, MoentoBaHHs CKJIaTHUX
BITPOBA/KYBATH Ta yIOCKOHAIIOBATH Cy4acHI HEJHIHHUX MPOLIECiB B
PH4 | indopmariitai TexHoorii, ¢pi3u4HI Ta MaTEMaTH4HI | KibepOesreri
METOAH 1 Mojeli B cdepi iHpopmaniiHOi Oe3meKu
Ta/ab0 KibepOe3neKu.
KputuyHo ocMUCITIOBAaTH MPOOIIEMU TexHosorii 3a0e3neveHHs
iH(popMariiiHO1 Oe3rmeku Ta/abo kibepoe3neku, y iH(popMaIiiiHOT 1 KibepOe3neKn
TOMY YHCIIl HAa MIKTaIy3eBOMY Ta 00’€KTiB
PHS Mi)I(,HHF:HHHHiHapHOMy piBHi,' 30Kpema Ha oc§0Bi IlepenarecTamniiina mpakTHKa
PO3YMiHHS HOBUX PE3yJbTaTiB iHKEHEPHUX 1
¢b13MKO-MaTeMaTUYHHUX HAyK, a TAKOK PO3BUTKY
TEXHOJIOTi/ CTBOPEHHS Ta BUKOPUCTAHHS
CHEIiaJIi30BaHOT0 MPOrpaMHOro 3a0e3meueHHsl.
Texnomnorii 3a0e3neueHHs
1H(popMaliiiHOT 1 K1bepOe3neku
00’€KTIB
. . . Cucrtemu ynpaBJiHHS
AHaJti3yBaTH Ta OL[IHIOBAaTH 3aXUILEHICTh CUCTEM, | . o~
. o iHpopMariiiHO0 0e3MeK0r0
PHG | KOMIVIEKCIB Ta 3ac00iB K16ep3ax1/1c'Ty,' TEXHOJIOT11 IHTEIICKTyaNbHi CHCTEMH
CTBOPEHHS Ta BUKOPUCTaHHS CIelliai30BaHOro .
MIPOrPaMHOT0 3a0€31eUEHHS. Kibepsaxucty
MopenroBanHs CKJIaJHUX
HETHIMHUX TPOIIECIB B
KibepOe3merri
BupobHuya npakTuka
OOrpyHTOBYBaTH BUKOPHUCTAHHS, Cucremn ynpaBItiHHS
BIIPOBA/KYBATH Ta aHAJII3yBaTH Kpallli CBITOBI iHpopMariiiHO0 0e3MeK0r0
PH7 | cranmapTH, NpakTUKU 3 METOO PO3B’A3aHHS Bupobnnya npaktuka
CKJIQIHUX 3a7a4 mpodeciiHOl NisTBbHOCTI B Taly3i
iHdopmarliiHoi 6e3nexku Ta/abo KibepOe3meKu.
JlocmipkyBaTH, po3po0IIsATH 1 CyTIPOBOIKYBATH Cuctemu ynpaBiiHHS
PHR | CHCTeMH Ta 3acobu iH(bonguiﬁHoi 6§3ne1<1/1 Ta/abo | iHpOpMAaIIiTHOIO OE3MeKOI0
KiOepOe3neku Ha 00’ ekTax iH(popMariitHOi
JUSTTBHOCTI Ta KPUTHYHOI IHPPACTPYKTYPH.
AHanizyBati, po3po0JIsITH i CYPOBOKYBATH CHCTGMH YIIpaBJIHHA
PH9 | cucremy ynpapiaiHHs iHbOPMALiIHHOK OE3MEKOI0 indopmaniiiHoro be3nekoro

Ta/abo kibepOe3exoro opranizarii Ha 6a3i
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cTparerii 1 MoIITHKH 1HPOPMaIIfHOT Oe3MeKH.

3abe3neuyBatu O€3NEPEPBHICTH Texnomorii 3a0e3mneueHHs

13Hec/onepanifHIX MPOLECiB, a TAKOXK BUABIATH | iHpopMamiiHoi 1 KibepOe3nexu
0 / , 6epo

PHI0 ypa3auBOCTi iHQOpMAIIHHUX CUCTEM Ta pecypciB, | 00’€KTiB
aHaJIi3yBaTH Ta OIIHIOBATU PU3MKH IS Cucremu ynpaBiiiHHS
iH(dopmartiiiHoi 6e3reku Ta/abo kibepOe3nekn iH(opMaIliifHO 6e3MeK0I0
oprasxizariii.

AHaiizyBaTH, KOHTPOJIIOBATH Ta 3a0e3neduyBatn | TexHoJIorii 3a0e3neueHHs
edexTrBHE (DYHKIIOHYBaHHS CHCTEMH yIpaBiiHHA | iHpopMaIiitHoi i KibepOesnekn

PH11 | AOCTYTIOM /10 iH(hOopMaLIHHUX pecypciB BIAMOBIAHO | 00’ €KTIB
710 BCTAHOBJIGHUX CTpATerii 1 MO THKA BupoOnnya npaktuka
iHdopmartiiiHoi 6e3reku Ta/abo kibepOe3nekn
oprasxizarii.

JocnipKkyBaTh, po3po0iiATH Ta BOpoBakyBatd | CuctemMu ynpapiliHHS

METOMHM 1 3aX0IH MPOTHIIT KiOepiHIIMICHTaM, iH(pOopMamiifHOI0 0e3MeKOr0
PHI2 3JIIACHIOBATH POLIETYPH YIPABIIHHSA, KOHTPOJIIO

Ta pO3CIiyBaHHs, a TAKOXK HAJIaBaTH

peKoMeHaaLli 11010 MONEePEeIKEHHS Ta aHaNli3y

KiOEpiHIIUACHTIB B IIJIOMY.

JocnikyBaTh, po3po0IisiTH, BIPOBapKyBaT Ta | TexHosorii 3a0e3nevyeHHs
BUKOPHUCTOBYBATH METOJ/H Ta 3aCO0U iH(opmaIiifHoi 1 kibepOesneku
KpUNTOTpa(iuHOro Ta TEXHIYHOTO 3aXUCTY 00’€KTIB

PH13 1H(popMmalii 613Hec/onepaniiHuX MPOLECiB, a MopenroBaHHs CKIaIHUX
TaKOX aHaJi3yBaTH 1 HAJJaBaTH OLIIHKY HENIHIMHUX TPOIIECIB B
e(eKTUBHOCTI IX BUKOPUCTAaHHA B iHpopMaliiiHux | kibepOe3neni
cucreMax, Ha 00’ ekTax iH(popmManiitHoi aAisibHOCTI | BupoOHMUa npakThka
Ta KPUTHYHOI IHPPACTPYKTYPH.

AHatizyBaTH, po3poOJIATH 1 CyNpOBOKYBAaTH [HTeNneKkTyanbH1 cCUCTEMH
CUCTEMY ayJUTY Ta MOHITOPUHTY €()EeKTUBHOCTI Kibep3axucry

PH14 | dyHkuionyBaHHS iH)OpMAIIHHIX CUCTEM 1 Cucrtemu ynpaBiliHHS
TEXHOJIOTIH, Oi3Hec\omepamiiHux nporeciB y chepi | iHpopMariiHow 6e3MeKor0
iHpopmarriiiHoi Ta\abo KibepOe3neKkn B LIJIOMY. Bupo6Huua npakThka

InozemHa MoBa 75 ipodeciiinoi
.. : TiSUTBHOCTI

3p03yMiJI0 1 HEJBO3HAYHO JTOHOCUTH BIIACHI o .

. N (anTmilicbKa/HiMeTIbKa/PpaHITy3bKa)
BHUCHOBKH 3 ITpo0JieM iH(popmaiiifHoi 6e3nexu .
. VYnpasiiHHs 6e31eKo10,
PHI15 | Ta/abo xiGepOe3nexu, a TAKOXK 3HAHHS Ta . . . .
. ABTOHOMHICTH Ta BiJIIIOBIJAIbHICTh
MOSICHEHHSI, IO X OOTPYHTOBYIOTH JIO TIEPCOHAITY, o e .
. . ; y npodeciiiHiii AisTbHOCTI
MapTHEPIB Ta 1HIIHMX 0Ci0. R
Buxonanns kBaniikaiiHoi
poboTH
. . VYrpasniHHs 0€3MeK0I0,
[TpuiimaT OOTpYHTOBAHI pillIeHHS 3 . . . .
L . . .. .. | aBTOHOMHICTb Ta BiJlMOBIAIbHICTh
OpraHizalifHO-TEeXHIYHUX MUTaHb 1HPOPMALIHHO] O .
. . y npodeciitHiit AisIBHOCTI
Oe3reku Ta/abo KibepOe3neKu y CKIIaIHUX 1 )
.. InTenexkTyanbH1 CUCTEMHU

PHI16 | Henepen6auyBaHux yMOBax, y TOMY YHCII i3 KiGeP3aXICT
3aCTOCYBaHHSIM CYy4aCHUX METO/IIB Ta 3aCO0IB p3axucry .

S . VYnpasiaiHHS iHHOBaLlIHHUMHU
OIITUMI3AIlil, TPOrHO3yBAaHHS Ta MPUUHATTS
IIPOEKTaMH

pIIIEHB.

MopentoBaHHs CKIagHUX
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HEJTIHIHHUX TIPOLIECIB B
KibepbOe3nerri
VYrpaBniHHs 0€3MeKo10,
Martu HaBUYKH aBTOHOMHOTO 1 CAMOCTII{HOTO aBTOHOMHICTh Ta BiAOBIAAJIBHICTD
HaBuYaHHA y cdepi iHpopmaliiiiHoi Oe3reku Ta/abo | y mpodeciitHiii gisIpHOCTI
PH17 | xiGepbe3nexu i JOTHYHUX TaTy3el 3HaHb, Bupobuuua npaxkTuka
aHaII3yBaTH BJIACHI OCBITHI IMOTpeOH Ta [Tepenarecrariiiina mpakTuka
00’€KTHUBHO OIIHIOBaTH PE3yJIbTaTH HaBYaHHSI. Bukonanns kBamidikamiiHoi
poboTu
YnpaiiHasg 6e3MeKo1o,
[TnanyBaTy HaBUaHHS, @ TAKOXK CYNPOBOIKYBATH . . . .
aBTOHOMHICTb Ta BiANOBIAAJIBHICTD
Ta KOHTPOJIIOBATU POOOTY 3 EPCOHAIOM Y o w )
PHIS8 . O y npodeciiiHii qisuTbHOCTI
HanpsMy iH(opMarliiftHoi Oe3neku Ta/abo . . "
. VYnpaBiiHHA i1HHOBaLitHUMU
KiOepOe3neKy.
IPOCKTaAMHU
. . . TexHounorii 3ab6e3neueHHs
OO6uparu, aHai3yBaTu 1 po3poOIATH NIPUAATHI : VA
: X . ! iHpopManiiiHoi 1 KibepOe3nexn
TUTIOBI aHATITUYHI, pO3PaXyHKOBI Ta o6’ cxrin
eKCIIePUMEHTaJIbHI METOAH KiOep3axucry, : . .
. YnpaBiiHHs iHHOBALIHHUMH
PHI19 | po3pobmsiTu, peani3oByBaTH Ta CyIpOBOKYBATH LDOCKTAMIL
MPOEKTH 3 3aXUCTy iH(opmallii y Kibeprpocropi, P .
. o . Ilepenarecrariiiina npakTuka
IHHOBAIIIHOI JISITBHOCTI Ta 3aXUCTY NV
. . . Bukonanus kBamigikamiiiHoi
IHTEJIEKTyalbHOI BIACHOCTI.
poboTu
CraBuTH Ta BUpIIIYBaTH CKJIaIHI IH)KEHEPHO- MozentoBaHHS CKJIQIHUX
MIPUKJIaHI Ta HAYKOBI 3aJa4l iHQpopMaIiitHoi HENHIMHUX MPOIIECIB B
PH20 | 6e3neku Ta/abo kiGepOe3neKu 3 ypaxyBaHHIM KibepOesneni
BHUMOT BITYM3HSIHUX Ta CBITOBUX CTaHAApTIB Ta BuxonanHs kBasniikaiiHoi
KpalluX MPaKTHUK. poboTtu
IHTenexTyanbHI cCUCTEMHU
Ki0ep3axucry
BukopucToByBaTH METOAM HATYPHOTO,
. . , MozentoBaHHS CKJIQIHUX
(Gi3MYHOTO 1 KOMIT FOTEPHOTO MOAETIOBAHHS JIIS . .
PH21 . . . HEJIIHIMHUX TPOIIECIB B
JOCIIIJIKEHHS TIPOLIECiB, SIKI CTOCYIOThHCS . !
g AV . kibepOesmerri
1H(popMaliiiHOT Oe3neku Ta/abo KibepOe3neKy. e
BuxonanHns kBaniikamiitHoi
pobotu
[InanyBaTu Ta BUKOHYBaTH €KCIIEpUMEHTaIbHI 1 | BukoHanHs kBamidikauiiHol
TEOPETUYHI JJOCIIJKEHHS, BUCYBaTH 1 IEpEBIpATH | pOOOTH
PH22 rinoTe3u, oOupaTu AJiA bOTO MPUIATHI METOIH Ta
IHCTPYMEHTH, 3/1ICHIOBATH CTATUCTHYHY 0OpOOKY
JTAaHUX, OLIIHIOBaTH JOCTOBIPHICTh PE3YJIbTATIB
JOCIIIJKeHb, apIT'YMEHTYBAaTH BUCHOBKH.
OOGrpyHTOBYBaTH BHOIp TPOTrPaMHOTO [HTENneKTYaNnbHI cHCTEMH
3a0e3neueHHs], yCTaTKyBaHHS Ta IHCTPYMEHTIB, Kibep3axucry
1HKEHEpHUX TEXHOJIOT1H 1 MPOILIECiB, a TAKOXK Buxonanns kBasniikaniiiHoi
PH23 oOMesKeHb 110JI0 HUX B Taiy3i iHpopMaliiHoi poboTtu

Oe3rexku Ta/abo kibepOe3neKn Ha OCHOBI Cy4acHUX
3HaHb Y CYMDKHHX Tairy3sx, HayKOBO{i, TEXHIYHOT
Ta JOBIJKOBOI JIITEPATYPH Ta 1HIIOI JOCTYITHOI
iHpopmaii.
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3MiiCHIOBATH TOCIIPKEHHSI Ta po3po0Ky METOIB | IHTEeIeKTyallbHI CHCTEMH

Ta 3ac00iB 3a0e3neueHHs KibepOesmneku i Kibep3axucry

3aXUIIEHOCTI iH(popMaIlii, 1o 00pobIIIeEThCS MoenroBaHHS CKJIAIHAX

PH24 | (nepenaersces) B iHOpMaIiifHO-KOMYHIKAIIIHHUX HEJIIHIHHUX TPOIIECIB B

CHUCTEMax, Ha OCHOBI MOJICITFOBAHHS MPOIIECIB 13 kibepOesmeri

BUKOPUCTAHHSM METO/IiB CUCTEM IITYYHOTO

1HTEJICKTY Ta HEJIHINHOI TMHAMIKH.

BnpoBamkyBaTu mporpamHai Ta anapartHi 3acoou | TexHomorii 3a0e3neueHHs
3axucTy iH(opMaIlii BiAMOBIIHO A0 BCTAHOBICHUX | 1H(OpPMAIIiiHOT 1 KibepOe3neku
cTpaterii 1 MoJIiTUKY 1HPOPMAaIiiiHOT Oe3meKu 00’€eKTiB

PH25 | Ta/abo kibepOe3neku opranizaitii. OLiHOBaTH InTenexTyanbHi cucTeMu
BIJIMTOBIHICTh CHCTEM Ta KOMITJICKCIB 3aXUCTY kibep3axucry
iH(popMmalii Ta Kibep3axucTy. Cucremu yrpaBiiHHS
iHpOopMaLiHO O0E3MEKOI0
3niiiCHIOBATH TEXHIYHE KePIBHUIITBO (axiBISIMU Ta | TexXHOJIOT] 3a0e3meueHHs
Ha/IaBaTH KOHCYJIbTAaTHBHI IOCIYTHM 1 TexHiuHy | iHdopMaliiiHoi i kibepOesnekn
PH26 | tonomory 3 [IUTaHb TEXHIYHOT'O Ta | 00’ €KTIB
Kpunrorpadiunoro  3axucty iHpopmamii Ta | CHCTeMH ynpaBIiHHS
Kibep3axmucry. iHpopMaliifHOI 0e3MeK0I0
2 BUBIPKOBA YACTHUHA
Busnauaerncsi 3aBAsIKH BUOOPY 3100yBaYaMi HABYAJIbHUX JUCHHUILIIH i3 3aPONOHOBAHOT0
nepeiky

5 PO3IIOAIT OBCAT'Y TTPOI'PAMHU 3A OCBITHIMU KOMIIOHEHTAMU

= = <
o 2| 5| =%
S o = < = B
= OcCBiTHiif KOMIIOHEHT ;“ < S §
. S g if
S | | &
=
1 2 3 4 5
OBOB’SI3KOBA YACTHHA 66
1.1 Ik 3arajbHOI NiATOTOBKH 9
31 IHO3emHa MoBa amst ipodeciitHol MiATHLHOCTI 6,0 ic | 1;2;3:4
(anrmiiicpka/ HiMelpKa/ paHIy3bKa)
32 VYnpasiiHHA 6e3MeK00, aBTOHOMHICTh Ta 30 | m3 3
BIJINOBIAAJIbHICTD Y MpodeciiiHii TisSIbHOCTI
1.2 uka cneniajJbHOI MiATOTOBKM 57
1.2.1 Daxosi 0c8IMHI KOMNOHEHMU 30 CNEUIAbHICIIO 27
D1 Texuomnorii 3abe3neueHHs iHGOpMAIIHHOT 1 8,0 ic 1:2
KibepOe3nekn 00’ €KTiB
D2 [HTENeKTYaNIbHI CHCTEMH Kibep3axucTy 5,0 ic 1,2
@3 Cuctemu yrnipaiiHHs iHQOpMaIiiiHOIO 6€3MEK0I0 6,0 ic 1,2
D4 YnpaBiiHHS IHHOBAIIIHTHUMHU TPOSKTaMH 3,0 3 1
D5 MonentoBaHHs CKJIQJIHUX HENHIWHUX MPOIIECIB B 5,0 ic 3:4




1 2 3 4 5
KibepOesneri
122 Ilpakmuuna niocomoexa 3a cneyianohicmio ma 30
amecmayis
I11 BupobHuua npakThka 10,0 | m3 5
112 IlepenarecTariiiina mpakTuka 5,0 I3 5
KP Bukonanns kBarigikariiinoi podbotu 15
BUBIPKOBA YACTHUHA 24
Busznavaernca 3aBasiku BUOOPY 3100yBayaMu
B HABYAJIbHUX JUCUMILIIH i3 3aPONIOHOBAHOI0
nepeJtiKy
Pa3om 3a 000B’513k0B0I0 Ta BUOIPKOBOIO 90
YaCTHHAMH

6 CTPYKTYPHO-JIOITTYHHA CXEMA
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[TocnimoBHICTF HaBUYaJbHOI MiSUIBHOCTI 3700yBada 3a JIGHHOK (opMoro
HaBYaHHA (32 000B’s13K0BOI0 yacTHHOIO OIl) mogaHa HIDKYE.

KinbkicTb ocBiTHIX
;“ KOMIIOHEHT, 1110
o ? 2 cha E BUKJIA/IAI0THCA
5 S 2? IIu¢gpu ocBITHIX KOMIIOHEHTIB = 5 HpOT:}mM
23 = (=9 o o,
c| 7 £% & §| %
A = = =9
5]
(5]
1 2 3 4 5 6 7 8
1 1 1 |31, &1, P2, O3, P4 60 5 5 7
2 |31, D1, D2, D3 4
2 3 [31,32, D5, (B) 3 3
4 | 31, @5, (B) 2
2 3 5 |IIM,112 30 2 2 3
6 | KP 1 1
Ipumimka:

KinbKicTh OCBITHIX KOMIIOHEHT Yy YBEPTSIX Ta CEeMecTpax 3 YpaxXyBaHHSM BHOIPKOBUX
HaBYANIbHUX OUCHUIUTIH (B) BU3HauaeThcs micns oOpaHHS HaBUATBHHX AMCIMILIIH 3700yBadaMu
BUILIOT OCBITH




7 MATPULII BIITIOBIJHOCTI
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Tabnuusg 1. Matpuuig BiANOBIIHOCTI BU3HAYEHUX OCBITHBOIO MTPOTPaMOI0 KOMIIETEHTHOCTEH KOMIIOHEHTaM OCBITHBOI IIPOTrpamMu

KoMmoneHnTr 0CBITHBOT IPOTpaMu

31

32

O]

o2

@3

D4

D5

I11

I12

KP

KommerenTHOCTI

K31

K32

K33

K34

K35

Kd1

K®d2

K®3

Kd4

K®5

K®do6

K®7

K®8§

K®9

K®10

CK11

CK12

CK13




TaGauis 2. Matpuiis BIAMOBIIHOCTI pe3yJIbTaTiB HABYaHHsI KOMIIOHEHTaM OCBITHBOI IPOTrpaMu

KoMroHeHTH oCcBITHROT porpaMu

31

32

O]

®2

@3

D4

D5

I11

112

KP

PGSYJII)TaTI/I HaB4YaHHA

PHI1

PH2

PH3

PH4

PH5

PH6

PH7

PHS8

PH9

PHI0

+ 4|+ |+ |+

PH11

PHI12

+

PH13

PHI14

PHI15

PHI16

PH17

PH18

+ [+ |+ |+

PHI19

PH20

PH21

PH22

PH23

+ |+ |+ |+ [+

PH24

PH25

+

PH26
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8 IPUKIHLEBI ITOJIOXKEHHA

[Iporpama po3pobieHa 3 ypaxyBaHHSM HOPMATUBHUX Ta I1HCTPYKTHBHUX
MatepiajliB MI>)KHAPOJIHOTO, TaJTy3€BOTO Ta JACP>KaBHOTO PiBHIB:

1. [TonoxxeHHST MPO aKpPEAUTAII0 OCBITHIX IporpaM, 3a SIKUMH 3J1HMCHIOETHCS
MiJTOTOBKA 3/100yBaviB BUILIOT OCBITH, 3aTBepkeHe Hakazom MiHicTepCcTBa OCBITH 1
Hayku Ykpainu Big 11 smumas 2019 p. Ne 977. 3apeectpoBaHo B MiHicTepcTBi
roctuiii Ykpainu 08 cepmas 2019 p. 3a Ne 880/33851. [EnexkrponHuit pecypcl.
https://zakon.rada.gov.ua/laws/show/z0880-19.

2. Kputepii omiHrOBaHHSI SIKOCTI OCBiTHBOI mporpamu. [lomatox mo IlomoxxeHHs
PO aKpeaUTalLlll0 OCBITHIX IIpOrpaMm, 3a SIKUMH 3/11MCHIOETHCS MIJTOTOBKA 3700yBayiB
BumIoi ocBiTH (myHKT 6 po3niny I). [Enekrponnuii pecypc]. https://naga.gov.ua/wp-
content/uploads/2019/09/Kputepii.pdf.

3. Ksgir Cepriit. [lopoxkus kapta pedhopMyBaHHs BHUIOT OCBITH YKpaiHu. OCBITHS
nosituka. [Topran rpomaackkux ekcrneprti. [Enextponnuit pecype]. http://education-
ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini.

4. I'mocapii. HarioHanesHe areHTCTBO 13 3a0€3MEUEHHSI SKOCT1 BHINOI OCBITH.
[EnexTponHmii pecypc]. https://naga.gov.ua/wp-
content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1
%96%d0%b9.pdf.

5. JloBimHHK KOpHUCTYyBaua €KTC [ EnexTpoHHUMA pecypcl].
http://mdu.in.ua/Ucheb/dovidnik_koristuvacha_ekts.pdf.

6. 3akon  Ykpaiam  «lIpo  Bumyy ocBity»  [Enextponnmii  pecypc].
https://zakon.rada.gov.ua/laws/show/1556-18.

7. 3akoH Ykpainu «IIpo OCBITY» [EnexTpoHHMiA pecypcl].
https://zakon.rada.gov.ua/laws/show/2145-19.

8. Hamionanpamii  kmacudikatop VYipainm: "Knacudikarop mnpodeciit" [K
003:2010.

9. HarionanpHa pamka kBajiikamii —
https://zakon.rada.gov.ua/laws/show/1341-2011-m.
10. [Tepemix ranysen 3HaHb 1 CHeIiaJbHOCTEH —

http://zakon4.rada.gov.ua/laws/show/266-2015-m.

11. Jluct MinictepcTBa ocBitr 1 Hayku Ykpainu Bim 28.04.2017 p. Nel/9—
239 moa0 BUKOPUCTAHHS y PpOOOTI 3aKiaaiB BHUIOI OCBITU TPUMIPHUX 3pa3KiB
OCBITHIX MPOTPaM.

12. MetoauuHi pekoMeHAaIlli 111010 po3pOO0IEHHS CTaHAaPTIB BUIIIOI OCBITH.
3atBepmxeno Hakazom MinictepcTBa ocBiTH 1 Hayku Ykpainu Big 01.06.2017 p. Ne
600 (y penakuii Hakazy MinicTepcTBa OcBiTH 1 Hayku Ykpainu Bizg 30.04.2020 p. Ne
584 — https://mon.gov.ua/storage/app/media/vyshcha/naukovo-
metodychna_rada/2020metod-rekomendacziyi.docx

13. [loctanoBa Kabinery MinictpiB Ykpaiau Bim 30 rpyans 2015 p. Ne 1187
«IIpo 3arBepmkeHHs JIiEeH31HHUX YMOB MPOBAKEHHS OCBITHBOI ISJIBHOCTIY.
http://zakon5.rada.gov.ua/laws/show/1187-2015-i/page.



https://zakon.rada.gov.ua/laws/show/z0880-19
https://naqa.gov.ua/wp-content/uploads/2019/09/Критерії.pdf
https://naqa.gov.ua/wp-content/uploads/2019/09/Критерії.pdf
http://education-ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini
http://education-ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
http://mdu.in.ua/Ucheb/dovidnik_koristuvacha_ekts.pdf
https://zakon.rada.gov.ua/laws/show/1556-18
https://zakon.rada.gov.ua/laws/show/2145-19
%20
%20
http://zakon4.rada.gov.ua/laws/show/266-2015-п
https://mon.gov.ua/storage/app/media/vyshcha/naukovo-metodychna_rada/2020metod-rekomendacziyi.docx
https://mon.gov.ua/storage/app/media/vyshcha/naukovo-metodychna_rada/2020metod-rekomendacziyi.docx
http://zakon5.rada.gov.ua/laws/show/1187-2015-п/page
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14. Jluct MinicrepctBa ocBiTh 1 Hayku Ykpainu Bix 05.06.2018 p. Nel/9-377
1010 HAJaHHS PO3’SICHEHb CTOCOBHO OCBITHIX MPOTPaM.

15. [lonoxeHHss TpO OpraHizaiilo OCBITHbOTO mporecy HamionansHOro
TEXHIYHOTO  yHIBepcuteTy «JlHImpoBcbka moiiTexHika» (i3 3MiHAMH  Ta
nomoBHeHHs MU Big 28.05.2020 ta 07.03.2023, 3arBepkeHMMH BueHOIO pamoro
yHiBepcurtetry) / Min-Bo ocBitu 1 Hayku Ykpaiau, Har. texs. yu-t. — Jquinpo : HTY
«IIT», 2023. - 52 c.

16. ITonoxxenHs po GopMyBaHHS MEPENKy Ta 0OpaHHS HAaBUYAJIbHUX JUCIHUILIIH
3no0yBayaMu  BHUINOI  OCBITH  HamioHaJlbHOTO ~ TEXHIYHOTO  YHIBEPCUTETY
«JIHITpoBChKa TONITEXHIKa» (31 3MiHAMHU Ta JIONMOBHECHHSIMH, 3aTBEPKCHUMH
Buenoro panoro yniBepcutety Bia 22.04.2021, nmpotokon Ne 7) / Har. TexH. yH-T
«JInimpoBceka nomitexHikay. Jainpo, HTY «/Il», 2021. — 12 c.

17. Tlomo>keHHsT MpO TOPANOK peanmizallli MmpaBa Ha akaJeMiuHy MOOUIbHICTD
HarmionanpHOro  TEXHIYHOTO  yHIBepcuTeTy “‘/IHIMpOBChKA MOMITEXHIKA”  BIJ
19.04.2018 p.

18. Crangapt BUIIOI OCBITH 3a criemianbHicTIO 125 KibepOesmeka ais apyroro
(MaricTepchbKoro) piBHsI BUIIOI OCBITH, 3aTBEPIKEHUN Haka30M MiHICTEpCTBa OCBITH
1 Hayku Ykpainu Bix 18.03.2021 p. Ne 332.

19. Crangapti Ta peKOMEHaIii moI0 3a0e3MeUeHHsT SKOCTI B €BPOMEHCHKOMY
pocTOpi BUIIOT OCBITH (ESQG) // URL:
https://ihed.org.ua/wpcontent/uploads/2018/10/04_2016 ESG_2015.pdf.

20. EQF 2017 (EBpomneiichkka  paMka  KBamidikairiif) // - URL:
https://ec.europa.eu/ploteus/sites/eac-eqf/files/en.pdf;
https://ec.europa.eu/ploteus/content/descriptors-page.

21.QF EHEA 2018 (Pamka  xBamdikamisi  €IIBO) //  URL:
http://www.ehea.info/Upload/document/ministerial _declarations/EHEAParis2018 C
ommunique AppendixIll_952778.pdf.

22. ISCED (MixnapogHa crtanmapTHa kinacudikaris ocsitu, MCKO) 2011 //
URL: http://uis.unesco.org/sites/default/files/documents/international -
standardclassification-of-education-isced-2011-en.pdf.

23. ISCED-F (Mixunapoana cranaaptHa kiacudikamis ocsitu — [Mamy3i, MCKO-
') 2013 // URL: http://uis.unesco.org/sites/default/files/documents/international -
standard-classification-of-education-fields-of-education-and-training-2013-detailed-
field-descriptions-2015-en.pdf.

24. TUNING (myist o3HaiioMJIeHHS 31 criemiayibHUMH ((haXxOBUMH) Ta 3aralbHUMU
KOMITETEHTHOCTSIMU Ta MpUKIagaMu CTaHJapTiB —
http://www.unideusto.org/tuningeu/.

25. HamionanpHUIM OCBITHINM TiI0capiii: BHIIa ocBiTa / 2-¢ BUI., mepepoO. 1 gorr. /
aBT.-ykiman. : B. M. 3axapuenko, C. A. KamammikoBa, B. 1. Jlyromuii, A. B.
Craunpkuii, FO. M. Pamkesuu, K. B. Tananoa / 3a pen. B. I'. Kpemens. — K. :
TOB "BunaBHUYNN M "ITneson", 2014.— 100 C. —
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-
materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-
bolonskoho-protsesu.html?download=83:hlosarii-terminiv-vyshchoi-osvity-2014-r-



http://uis.unesco.org/sites/default/files/documents/international-standard-classification-of-education-fields-of-education-and-training-2013-detailed-field-descriptions-2015-en.pdf
http://uis.unesco.org/sites/default/files/documents/international-standard-classification-of-education-fields-of-education-and-training-2013-detailed-field-descriptions-2015-en.pdf
http://uis.unesco.org/sites/default/files/documents/international-standard-classification-of-education-fields-of-education-and-training-2013-detailed-field-descriptions-2015-en.pdf
http://www.unideusto.org/tuningeu/
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=83:hlosarii-terminiv-vyshchoi-osvity-2014-r-onovlene-vydannia-z-urakhuvanniam-polozhen-novoho-zakonu-ukrainy-pro-vyshchu-osvitu&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=83:hlosarii-terminiv-vyshchoi-osvity-2014-r-onovlene-vydannia-z-urakhuvanniam-polozhen-novoho-zakonu-ukrainy-pro-vyshchu-osvitu&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=83:hlosarii-terminiv-vyshchoi-osvity-2014-r-onovlene-vydannia-z-urakhuvanniam-polozhen-novoho-zakonu-ukrainy-pro-vyshchu-osvitu&start=80
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onovlene-vydannia-z-urakhuvanniam-polozhen-novoho-zakonu-ukrainy-pro-
vyshchu-osvitu&start=80.

26. PamkeBuu KO.M. BonoHchkuil mpoiiec Ta HOBa MapagurmMa BUIIOI OCBITH —
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-
materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-
bolonskoho-protsesu.html?download=82:bolonskyi-protses-nova-paradyhma-
vyshchoi-osvity-yu-rashkevych&start=80.

27. Po3BUTOK cuCTeMH 3a0€3MEeUeHHS SKOCTI BHUIOI OCBITM B YKpaiHi:
iH(hOopMaIliHHO-aHATI THYHAN OTJIsA 1 — http://erasmusplus.org.ua/korysna-
informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-
shchodo-zaprovadzhennia-instrumentiv-bolonskoho-
protsesu.html?download=88:rozvytok-systemy-zabezpechennia-iakosti-vyshchoi-
osvity-ukrainy&start=80.

28. Po3po0neHHsI OCBITHIX MporpaMm: METOoAW4HI pexkomeHpnanii / ABt.. B.M.
3axapuenko, B.I. Jlyrosuii, FO.M. Pamkeuu, JK.B. TanmanoBa / 3a pen. B.I.
Kpemens. — K. Il  "HBI[ '"IIpiopureru", 2014. - 120 c. -
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-
materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-
bolonskoho-protsesu.html?download=84:rozroblennia-osvitnikh-prohram-
metodychni-rekomendatsii&start=80.

29. IIpo BHECEHHS 3MiH JI0 MEpeNiKy Taly3el 3HaHb 1 CIEIlaJbHOCTEH, 32 IKUMU
3IMCHIOETRCS MIATOTOBKA 37400yBaviB Buioi ocBiTH / [loctanoBa KabineTy MiHiCTpiB
VYkpainu Big 16 rpyaus 2022p. Ne 1392,

30. [Ipodeciiinuit  cranmapr «®PaxiBeup cdepu 3axucty iHQopMmamii» /
3arBepxeno Hakazom Anminictpamii [epxkcenenss’sisky Ne 715 Big 25 nucromana
2022 p. — https://register.nga.gov.ua/uploads/0/439-
profesijnij_standart_fahivec_sferi_zahistu_informacii.pdf

OcBiTHS mnporpaMa ONPHWIIOJHIOETHCS Ha CaTI YHIBEPCUTETY [0 IOYATKY
pPUIOMY CTY/ICHTIB HAa HABYAHHSI.

OcBiTHS TIporpama MOMIMPIOETHCS Ha BCl Kadeapu YHIBEPCUTETY Ta BBOJUTHCSA
B 1ito 3 01 BepecHs 2024 poky.

Tepmin All OCBITHBOI IPOTrpaMu HE MOXeE NepeBUlyBaTH 1 pik 4 micsii Ta/ado
nepion akpeautarii. OCBITHA Tporpama MiAJsATae MEperyisaay BIAMOBIAHO JO 3MiH
HOpMAaTHBHOI 0a3u YKpainu B cdepi BUIIOI OCBITH, ajie HE PIIIEe OJHOTO pa3y Ha piK.

BiamoBinaneHICTh 3a SKICTh Ta yHIKaJbHI KOHKYPEHTHI TIEpeBaru OCBITHHOI
[IPOrpaMu HECe rapaHT OCBITHBOI MPOrPaMHu.


http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=83:hlosarii-terminiv-vyshchoi-osvity-2014-r-onovlene-vydannia-z-urakhuvanniam-polozhen-novoho-zakonu-ukrainy-pro-vyshchu-osvitu&start=80
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http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=88:rozvytok-systemy-zabezpechennia-iakosti-vyshchoi-osvity-ukrainy&start=80
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PEINEH3IA-BIIT'YK
Ha OCBITHBO-TIpodeciiiny nporpamy "KibepoOesmeka"
JIPyTOTO (MaricTepchKOro) piBHS BUIIOI OCBITH
cueriansHocTi 125 Kibepbesmeka Ta 3axucT indopmartii

OcgiTHRO-IpOdeciiiHa mporpamMa, MO0 IMIATOTOBIEHA Kaeaporo Oe3lmeKH
iHpopmarii Ta TeleKOMYHIKaliii 1 peami3yeTbcss B HallioHaTBHOMY TEXHIYHOMY
yHiBepcuTeTi «/[HIIPOBChKa MONITEXHIKa»,po3polieHa Ha ocHOBI CTaHIapTy BHIIOL
ocBiTH 3a cremianbHicTIO 125 KibepOesnmeka Ta 3axmcT iHQoOpMaIi Ta BpaxoBYeE
cydacHi TeHJeHIlii po3BUTKY [T-ramy3i i BAMOT pHHKY Ipari.

ITporpama MiCTHTH IEpPCIEKTHBHI HAIPAMKH PO3POOOK IITYYHOTO IHTEIEKTY,
3a0e3nmedye TIHMOOKI 3HAHHA IIOAO CYYaCHHX MOJENeH, METOJIB, aJrOpPHUTMIiB
IHTEIEKTYalbHOTO aHai3y Ta 3aXxHucTy iHGopMarii, TexHomoriii BigData, BeO-
TEeXHOJIOTiH, Tepexbayae  BHBUEHHS  CydaCcHHX  3aco0iB  iHQopmamiiiHo-
KOMYHIKAIIITHUX TeXHOJIOTIH.

Ilepenik koMIeTeHTHOCTeH 3M00yBaya, JIOTIYHA YIOPSIKOBAHICT Ta
aKTyaJbHICTh ~ BH3HAYEHHX  OCBITHBO-NIPO(ECIiHOI  IMPOTpaMoOI  OCBITHIX
KOMIIOHEHTIB, iX BIJIOBITHICT, BUMOTaM Ta 3allATaM Cy4aCHOTO pHHKY mparu 3 IT-
ramysi He BUKIHKaOTh cyMHiBY. OIIII BpaxoBye Bumoru IlpodeciitHoro cranmapty
2139.2 daxiBens chepu 3axucty iHpopmanii. KiHnesi, miacyMKoBi Ta iHTerpaTHBHI
pe3yiIsTaTH HaBYaHHSA MaricTpa 3i cmemianbHocTi 125 KibepOesmeka Ta 3aXHCT
iHpopMaIii BiAMOBIIAIOTH CYYaCHHM BHMOTaM JO IiJTOTOBKH ()aXiBIIiB, 3JaTHUX
PO3B’S3yBaTH CKJIAIHI HAYKOBI Ta IMPaKTHYHI IMpoOIeMH 3a0e3leueHHs 3aXHIIEeHOCTI
iHpopMmarii, sKka oOpoOnseThesl (mepemaeTbes) B 1HPOpPMAIiHHO-KOMYHIKAIIHHIX
CHCTeMaX, IO JO3BOJHTH BHUIIYCKHHKAM YCIIIIHO 3ifICHIOBAaTH JOCIIKEHHS,
IPOEKTYBaHHS, BIPOBA/DKEHHS, eKCIUTYaTaIllo Ta MOJICPHI3aIlil0 CyJacHHX CHCTEM Ta
TEeXHOJIOTIH 1H(opMariiiHoi Ta/abo KiOepOe3lekn Ha MPHHIHIAX aKaJeMIqHOI
JIOOPOYECHOCTI, 3arajbHONIOACHKHX IIIHHOCTEH, HAaIiOHATIBHOI 1MEHTUYHOCTI Ta
KpPEaTHBHOTO CTAHOBJICHHS IIIOJAMHH 1 CyCHiIbcTBA MaifOyTHBOTO. IlO3MTHBHIM
aCIIEKTOM € MOJIIHBICTh ()OPMYBAHHS IHIMBIIyalbHOI OCBITHBOI TpaeKTOpil uepes
BUIBHUIT BHOIP OCBITHIX KOMIIOHEHTIB 3 BHOIPKOBOTO OJIOKY.

Ha ocHOBI BHIIIE€3a3HaYCHOTO BBaXKaro, IO OCBITHBO-TIpodeciiiHa mporpama
"KibepbOe3meka" € aKTyalmbHOIO, BIIOBIa€ CYYacCHHM TEHJICHIISM PO3BHTKY
iHpOpMaIIHHIX TEXHOJOTIH 1 BUMOTaM PHHKY Ipalli Ta MOXe OyTH peKOMEHIOBaHa
JULS TArOTOBKY (paxiBIIiB i3 3aXHCTY iH(OpMaIii.

JupexTop fenaprameHTy UHGpPOBOT
TpaHcdopMauii, iHGopMauiHHUX TEXHOIOrH Ta
€JIEKTPOHHOIO ypsiayBaHHsA J[HINpoNeTpoBChKOY
o0nacHol AepxaBHOI aAMiHiCTpaii

€sren JIOH



PEINEH3IA-BIITYK
Ha OCBITHBO-TIpodeciitHy nporpamy "Kidepoesmeka"
JIPyroro (MaricTepchKOro) piBHSA BUIIOI OCBITH
raiysi 3HaHb 12 [HpopMartiitHi TeXHOTOTIT
cnemianpHOCTI 125 Kibepbesneka Ta 3axuct iHpopMarii

Ilocriiiauil Ta cTpiMKuif po3BUTOK IT-ramysi BUMarae po3BHHYTOI CHCTEMH 3aXHCTY
indopmamii Ta pearyBaHHS Ha 3allHTH PHHKY Ipalli, 30KpeMa, BPaXOBYIOUH Taly3eBHIl Ta
perioHanpbHHUI KOHTEKCT.Y MicTi JIHIIpO MpOTSAroM OCTaHHIX pOKIB CIOCTepiraeTscs
cTilikuit po3BuTOK IT-ramysi, skuil mpoaykye moTpedy y ¢axiBusx 3 kibepOesmeku Ta
3axucty iHdopmanii. B Toif ke wyac, Ha pHHKY Ipalli perioHy cIlocTepiraeTbcs CTiHKHi
nedinur xBanigikoBaHHX KaJpiB, 30KpeMa MpodecioHa iB BHCOKOTO piBHS, IO BOJIOMIIOTH
3HAHHAMH Y Taily3i iHpopMaliiiHuX TeXHOJOTii, 30aTHHX po3B’sI3yBaTU CKJIaJHI HayKOBi Ta
NpaKTH4HI M[poOsemu 3a0e3lledeHHS 3aXHINEHOCTI iHpopMmanii B iHpopMmamiiiHO-
KOMYHIKaIlifHUX CHCTeMax, IO [O3BOJINTh BHITYCKHHKAaM YCIIIIHO 3[ifiCHIOBaTH
JOCTiUKeHHS, IPOeKTyBaHHs, BIIPOBAKEHHS, eKCILTyaTallilo Ta MOJEpHi3allil0 CydacHHX
cHCTeM Ta TexHoJorill iHdopmaniiiHoi Ta/abo KibepOe3nexu.

Pospobiena ocBiTHpO-IIpodeciiiHa mporpama «KidepOesneka» 3a creriaapHicTio 125
Kibepbesneka Ta 3axuct iHdpopMmanii, BpaxoBye Bumoru IIpodeciiinoro cranmapry 2139.2
QaxiBens chepu 3axucTy iHGopMmamii i BigmoBijae cydacHHMM BHMOTaM [0 HiJATOTOBKH
¢axiBIiB, 31aTHHX 3a0e3MMeYUTH Ha TepUTOpil 00IacTi peandisallifo Jep>kKaBHOI MOTITHKH y
cepi mudpoBoro po3BUIKY, G poBux TpaHchopmaniil i mudposizamii.

Oco6IuBOCTAMH HpPOrpaMH € ii CIPSIMOBAaHICTP Ha BHBUEHHS IIepCIEKTHBHHX
HalpsIMKiB pO3po0OK iHTeIeKTyaldbHHUX MeTOHiB, 3abe3leueHHs IIMOOKHX 3HaHb OO
CcydacHHX 3aco0iB 3axucTy iHpopmamii. OIIIl opieHTOBaHa Ha IHHOBalii CcHCTeM Ta
TeXHoJOrill kibepOesneku i 3abe3leueHHs 3axuIeHocTi iHdopmamii, mo oO6pobIsteThCs
(mepemaeTbes) B iHQOpMalifHHX, eIeKTPOHHHUX KOMYHIKallilfHMX Ta iHQopMamiiiHo-
KOMYHIKaIlillHUX cHcTeMax, 30KpeMa, KpUTHYHO]I iH}opMaIiiiHoi iHppacTpyKTypH.

3MicT ocBiTHRO-TpodeciiiHol mporpaMu, peainisamii ii KOMIIETEHTHICTHOTO MiJX0ny,
JOTiUHa YIOPSAKOBAaHICTh OCBITHIX KOMIIOHEHTiB HAaJal0Th MOXKJHBICTH ITOCIIIJOBHO
JOCSTHYTH 3a3HaYeHHX KOMIIETeHTHOCTeHl 1 IporpaMHHX pe3yibTaTiB HaBYaHHS Ta
CTBOPIOIOTH YCi YMOBH IS BCEOIYHOTO PO3BUTKY OCOOHCTOCTI 3100yBaya.

3 ooy Ha BHINE3a3HaueHe, BBaXKalo, IO pelleH30BaHA IporpamMa Moxe OyTH
PEKOMEHIOBaHa 10 BHKOPHCTaHHS JUI MiATOTOBKH 3100yBadiB Ipyroro (MaricTepchbKoro)
piBHS BHIOI OCBiTH 3a crienianbHOCTIO 125 KibGepOesmneka Ta 3axuct iHdpopMarii.

HauansHuk
KpUTUYHOI iHdpac
Jlepxcrien3B’ 13Ky
o6JacTi, miAnonKo

FOpiii TOHOMAPEHKO



